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1. Introduction

The RepliWeb User Account Proxy is a layer within the Repliweb R-1 and RDS platforms that
acts as both an incoming security reference monitor and as a User proxy.

NOTE: The samples provided in this doc are applicable to R-1 and RDS, using the respective
console and command lines.

A system administrator can control R-1 and RDS operations on any system component
(Controller, Satellite, Center, Edge) through the Proxy Security Mechanism.

Whenever a request for an R-1 and RDS operation is received, it activates a security check,
which compares the details of the requested operation against a rule base. Based on the
administrator-defined rules recorded in this file, the operation is approved or refused.

The Proxy Security Mechanism plays two major roles:
e Itis an administrative tool, allowing administrators to control how users use R-1 and RDS
and its related programs.

e |tis a security tool, allowing administrators to control all incoming R-1 and RDS requests
from outside.

The Proxy Security Mechanism serves here as a data transfer firewall, allowing remote users
access without exposing any system account and password information.

To understand how the Proxy Security Mechanism carries out these functions, it is useful to know
how it performs the security check.

For each requested operation, a number of parameters are examined during a security check.
These include the requester's node, user name and network address, the local user name and
password given for the operation, the type of operation or command, the affected files and
directories, the time of day, and any special codes or identifying signs used in the operation.

Any of these properties can be used as criteria to determine if a given rule should apply to the
operation. A matching rule can instruct the checking application to refuse or approve the
requested operation.

The rules can also tell the application to modify the operation's properties, such as changing the
local user account the operation is carried under.

Once a particular requested session has been approved, the action taken is to fork the child
process that handles the request under the specified local user context defined in the security file.

This is the “Virtual User” functionality.
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2. Security Rules

The Proxy Security Mechanism operates on the principal of Active Security: instead of passively
relying on the system's built-in security measures, it actively takes any information it has on the
requested operation and decides if it should be refused, approved or modified, based on any
relevant rules defined in one or more security files.

Because of this, security is not based on what the remote user knows about a system (like £tp or
rcp passive security), but on what the administrator actively allows to be done on the system
through the security rule base.

This means that sensitive system information such as user account names or passwords don’t
have to be given to remote users or passed over the network.

The administrator decides exactly who is allowed to connect from where, what authentication
process they must pass, and what exactly they will or will not be allowed to do.

Active Security can be used to limit access based on remote user's name, remote node's name,
network address, and other identifiers. Complete sub-networks and user groups can be identified
and restricted in a single rule.

The administrator can define Rules to divert remote users to specific local accounts, regardless of
information they might possess.

By default, the security file in the R-1 and RDS evaluation kits allows all users with real username
and passwords to have full access and control. Below is a brief description of each part of the rule
followed by a short example of a secure set-up.

NOTE: The Security File ~rds/config/rw_security.cf must have restricted permissions set
on it (600 on UNIX and Administrator only on Windows) otherwise an error would be returned
connection.
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Security Rules Parsing

Rules comprise of 3 major parts:

e WHO is the User - this part includes information to match the user trying to access
the server. This includes the requester's node, user name and network address, the
local user name and password given for the operation, the type of operation or
command, the files and directories affected, the time of day, etc.

e WHAT is the Rule — this part specifies if the rule accepts or denies the user.

e Isthis the LAST Rule — As part of the rule definition, it is specified if to keep looking
for other rules that match this user, or to stop the rule parsing and act upon this rule’s
specification. This is applied only if the user matches the requesting user’s
specification.

The security rule based is parsed in the following way:

1. The rules are parsed in an ascending order.
2. The user is compared against the first rule’s specifications.
3. If the rule applies to this user:
a. The user is granted or denied access according to the rule’s specification.

b. If this rule is marked “stop” — the user’s access is granted or denied according to
that rule. Otherwise, parsing of the rules continues to the next rule.

4. |If the rule does not apply to this user, continue to the next rule.

NOTE: The Rule base is parsed such that later rules will overwrite and take precedence over
earlier ones.




Proxy User Security Guide

3. Users and Rules
Management

The Console GUI - Manage option and the Repliweb Topology Manager - RTM enable you to
define virtual users and the rules to convert them to real users. It can be used on Windows
systems only.

e For RDS - To use a virtual user between the Controller and a Satellite, you should
connect to the Satellite. If you want to use a virtual user between your Console and
Controller, connect to the Controller.

e For R-1-To use a virtual user between the Center and an Edge, you should connect to
the Edge. If you want to use a virtual user between your Console and Center, connect to
the Center.

The virtual user and the rules are defined on the machine accepting the connection. This way, the
machine initiating the connection “knows” only virtual information and only virtual information is
sent on the network. Real information never leaves the machine accepting the connection.




Proxy User Security Guide Users and Rules Management

Defining Users

The Virtual Users tab enables you to define virtual users to convert them to real users. These
users may be used for connection between the Console and Center.

Virtual users are defined on the machine accepting the connection. This way, the machine
initiating the connection “knows” only virtual information and only virtual information is sent on the
network. Real information never leaves the machine accepting the connection.

O Host [production_SR¥] - RTM =10l ]
Infarmation User Definition

Hosts

Schedul
o Wl=lx| g

User Definition
Rules i[g=Te ¥ il here to group by that column
License
G4l
Tools

[=]| Type
Yuser “irtual
Feeal

Internal Processes admlnlsllalul

comp_domain

user wirtual

4 Users

LCloze Help

Figure 1: Define Virtual Users
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1. Click the leftmost button to add a new user.

eI EY

QSEI’! I YVUsEer
Password: I sensens

Diomain: I

Cancel |

Figure 2: Adding Virtual Users

2. Add the virtual user and virtual password. Leave the domain field blank.

NOTE: There is no virtual domain. If you put something there it will look for that user in a
real domain.

3. Select the Virtual radio button and click OK.

4. Now add another user, this time the real user that the virtual user is translated to. Check
the Real radio button and fill a real Domain:

JeTE]

User: I real-user

Passward: I [TITTYITY]

Darnair: I comp-domain

~ Type
* Real
" wirkual

[0]4 I Cancel |

Figure 3: Adding Real Users

5. Click the Save button.
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Updating the Submit Command

Assuming that you have defined virtual users on an R-1 Edge or RDS Satellite, you can go back
to your submit command on the Console, and change the user/password combination for the
remote connection:

Instead of:
> rl submit .. -user=real-user -password=xxx —domain=compdomain

you can now specify:
> rl submit .. —user=vuser -password=vpass (€ nodomain)
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Users and Rules Management

Managing Rules

The Security Rules tab enables you to define rules that apply to real and virtual users. These
rules apply for connecting from the Console to the Center.

Security rules are defined on the machine accepting the connection, as this is where access to
real and virtual users is granted or denied. Here you define the connection between the virtual
user and the real user.

O Host [production_SR¥] - RTM 1ol x|
Hosts

Scheduler | |£ﬁ§| xl | | |

Ernail m’ ﬁ ﬁ} & n

User Definition

Rules Mo | Enabl... | Accept | Stop ... | Inzoming ... | Incoming ... | Incoming .. | TargetUserl Target Do... | Description
License 1 L WLser Wirtual jarmes comp_do...  Allows virtual

S50 2 L] " vadministr... Wirtual administra...

Tools W james comp_do... comp_do...

Internal Processes 4 D L} user Wirkual administra...

4

LCloze Help

Figure 4:

Security Rules Tab
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Users and Rules Management

To define a new security rule:

1. Click the leftmost button “New Rule” to add a new rule.

i

—J¥ Enable Rule

Description: I.ﬁ.llow wvirtual user "wuser" to connect as real user "james"

— Incoming User

" Real

% irtual
Lser: Ivuser j
Domain: | comp_domain
(=R % with 551

€ Without S50

Advanced... |

— Hctian

On Rule Match: % Accept Connection

o Reject Connection

— Transfiorm to

Lser; I james j

I comp_domain

Diomnain:

v stop searching For additional matching rules

Cancel |

Figure 5: Adding a Rule

Enable Rule — Specify if this rule is enabled or not. If this option is not selected the rule is
not taken into account while evaluating a user.

Description — Fill in a description of that rule. This field has no effect on the rule’s
functionality.

Incoming User - specify the user name performing the connection. This user name will
be translated to a real user on the target machine. Specify if the incoming user is Virtual
or not.
o If the incoming user is a virtual user, you may define a virtual domain as well.
The domain will be then used in the actual connection command.

NOTE: In UNIX, you can only define virtual users. No need to define real users to be
used in the Rules Tab. In Windows, in order to map a virtual user to a real user, the real
user must be defined in the User Definition tab as well.

» InaConsole > Center / Host connection, the incoming user is the one used in
the Console Connection screen.

» In aCenter - Edge connection, the incoming user is the one used in the job
definition.
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o SSL - Specify if SSL is considered during the connection:
o With SSL - The connection must be with SSL
o Without SSL - The connection must be without SSL.

o Action - specify if the rule is “positive” — approve the user to connect (Accept), or
“negative” — deny access to that user (Reject).

o Transform To - specify the real target user the Incoming User is translated to.
o If applicable, specify Domain.

NOTE: If the virtual user was defined with a domain (a virtual one), you should also
specify that domain name here.

This is a basic rule. As we defined only one user, all you have to do is click OK to say
that the user “vuser”, will be examined as a virtual user and translated to the real user
“jJames” from the domain “comp domain”.

o Stop Search — Do not check that user using other rules. If the incoming user matches
that rule, accept or deny according to that rule.

o Advanced — Rules may be further enhanced to tighten security and limit accessibility to
R-1/RDS machines. These features describe the operating system environment from
which the connection request is coming from.

advanced Rule Filters x|
Reguester Users | Requester Domainz | Requester Modes | Requester Subnets |
comp® comp_domain 10.0.64.%

2] =] EE] E =] E =]

FRequester Metmazks | Fequester Applications | Target Applications |
F-1 Console

2] =] 2] = 2] =]

oK | LCancel | Help |

Figure 6: Advanced Rule Parameters

o Requester Users - Wildcard and multiple values are supported.

» InaConsole = Controller / Center connection, this is the ACTUAL
ACCOUNT from which the R-1/RDS command came from, i.e. Windows
or UNIX account, not the Console login.

10
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» InaController / Center = Satellite / Edge connection, this is the user
used in the Console login to the Controller / Center.

o Requester Domains — Wildcard and multiple values are supported.
» InaConsole = Controller / Center connection, this is the ACTUAL
Windows domain from which the R-1/RDS command came from.
» InaController / Center > Satellite / Edge connection, this is the

domain of the user used in the Console login to the Controller / Center.

o Requester Nodes — The machine name from which the request comes from.
Wildcard and multiple values are supported.

» InaConsole = Controller / Center connection, this is the network
name of the Console machine.

» InaController / Center > Satellite / Edge connection, this is the
network name of the Controller / Center.

o Requester Subnets — The subnet from which the request comes from. Wildcard
and multiple values are supported. 17.0.84.*- for example.

» InaConsole = Controller / Center connection, this is the subnet of
the Console machine.

» InaController / Center > Satellite / Edge connection, this is the
subnet of the Controller / Center.

o Requester Netmasks — The netmask from which the request comes from.
Wildcard and multiple values are supported. 255.255.255.0 - for example.

> InaConsole = Controller / Center connection, this is the netmask of
the Console machine.

» InaController / Center > Satellite / Edge connection, this is the
netmask of the Controller / Center.

o Requester Applications — The application name from which the request comes
from. Multiple values are supported, and ALL can be selected meaning the
request can come from any of the listed applications. This field can have the
following options:

= Console (R-1 or RDS)
= Command Line
= API
= Replication Job
= Multicast Distribution
= Backup
= Restore
o Target Applications — The target application receiving the connection request.
This field can have the following options:
= R-1Center/RDS Controller

11
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= R-1Edge/RDS Satellite

In the screen-shot above, only users that their name begins with “comp”, from domain
“comp_domain”, and that are connecting from machines whose IP address begins with
12.0.76 are allowed to connect. Other users will not pass that rule and their connection
request will be denied.

2. Click the Save button.

3. Defining a few rules, you can determine the order in which the rules are applied when a
user tried to connect to the machine. To update the location of a rule, right-click the rule,
and in the floating menu select the Move option. A window will open, enabling to move
the rule up and down between the existing rules.

12
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4. Examples

This chapter provides examples of mapping users and delegating application access.

User Configurations

Mapping All Users to One User

A Linux Team Manager would like to map all incoming Web users to user web_account fora

specific Server.

This can be achieved in two ways:

1. Map all real users to the Web Account user web_account. This way all users continue

to use their own user name and password, but processes on that server run as
web account.

2. Create a virtual account to be used by all users while connecting, and map it to the Web

account user on the server.

In the RTM console, double click the Edge to manage. Enter the username and password in the

prompt. To edit the security configuration on Linux, connect as root.

& localhost - Repliveb Topology

File Action Yiew Help

=10l ]

R e Y=

@‘ My Hosts

E- % Main_Dffice
Central
Staging

- B A _srv

- B weh

Elg “Worldwide_Offices
@ Hong_Kong

London

Hew Yoik

San_Francisco

Backup Server

@ Host

| Organizer: localhost | User: administratar |

O Host [production_sr¥] - RTM

Host Type: Microsolt ‘Windows Server 2003 R2, Enterprise Edition Service Pack 2 [build 3730)

Information
Hosts
Scheduler
Emnail

User Definition
Rules

License

S50

Disk. Space
Tools

Internal Processes
Debug

=101

Host Version: RDS 3.1.0355 [86] (2.103), Sep 13 2009 16:36:28
RDS Raot Directony: C:\Program Files\Repliw/eb\RDS

RDS Installed Companents: Contraller Satelite Consale

R-1 Roat Directory. C:\Program FileshR epliweb\R1

R-1 Installed Components: Center Edge Consale

LCloze | Help
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Mapping all real users to the Web Account user web_account

1. If using Windows, the real user web_account has to be added in the User Definition
tab as a Real user.

i

ser: I web_account
Passward: I [TITTYTTIY]

Darnain: I

~Type
% Real
T wiptual

[o]4 Cancel |

2. Under the Rules tab, create a rule that maps all incoming users to user web_account.
All access to that server will be done using real system users and passwords, but all
processes will be transformed to run under the user context of the web account user.

i

—Iv Enable Rule

Description: IMap all real users to real user "web_account”

— Incoming User

{* Real

" irkual
User: I* j
Darnain: I
[~ =51 % WWith 551

= Without 551

Advanced.., |
— Hctian

On Rule Mateh: ' accept Cannection

" Reject Connection

— Transform to

Uset: I web_account j

Comain: I

[ stop searching for additional matching rules

[0]4 Cancel |

3. Also, edit the first two rules to reject access from any user account.

14
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3 Host [production_srv] - RTM I ] 3

Hosts

Scheduler | T m Xt ¥ | ] ‘

Ermnail

User Definition - - - —

Rules Mo I Enabl...l Match ... I Stop ... I Incomlng...l Ihcoming ... I Ihcoming ... I Target Lser I Tanget ... I Description I
License 1 O Accept * * Fieal allow_valid_da. ..
550 2 O Accept * Real allow_walid_loc...
Disk, Space 3 Accept " Real web_acco... Map all real uze...
Tools

Internal Processes

Cloze Help
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Mapping a Virtual user to the Web Account user web_account.

1. Under the User Definition tab, create a new virtual user.

Add New User - |EI|£|
User: I replivweb
Passward: I LTITTITYIT)
Darnain: I
~Tvpe
el
Cancel |

2. If using Windows, the real user web account has to be added in the User Definition
tab as a Real user.

Add New User oy ] 4|
User: I web_account
Passward: I LA LI
Damain: I
~Type
* el
€ yirtual
Cancel

16
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Example: Mapping All Users to One User

3.

In the Rules tab, create a rule that maps the virtual repliweb user to user
web account. All access to that server will be done using that virtual user, but all
processes will be transformed to run under the context of the web _account user.

il

—I¥ Enable Rule

Description: IMap wirtual user "repliweb” to real user "web_account”

— Incoming User

" peal

0 Yirtual
User: I repliweb j
Comnain: I
(== 0% Witk 550

€ Without S50

Advanced... |

— Action
On Rule Match: % Accept Connection

o Reject Connection

— Transform ko

User: I web_account j

Darnain: I

[ stop searching For additional matching rules

QK I Cancel

17
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Example: Mapping All Users to One User

4. Also, edit the first two rules to reject access from any user account.

e
Hosts
Scheduler |[ﬂr‘%ﬁﬁ X 4 & |H ‘
Email
User Definition - - - —
Rules Mo, I Enabl...l Match ... I Stop ... I Incomlng...l Ihcoming ... I Ihcoming ... I Target Llser I Tanget ... I Description I
License 1 _ Reject B " Feal allow_walid_do...
551 Reject Ol
Disk Space 3 ) Accept repliveb Wirtual web_acco... Map virtual user,
Tools

Internal Processes

Cloze Help

18
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Rules Configurations

Allowing Connection from the Web Ul Only

The following example shows how to enable access to users connecting from the Web Ul while
rejecting a connection from all other interfaces.

NOTE: Make sure to disable any existing rules (by unchecking each rule’s Enable Rule
checkbox) before performing this procedure.

NOTE: The procedure below assumes that any existing rules have been disabled.

1. Click New Rule ¥ to add a new rule that rejects access from all local users.

a. Inthe Incoming User area, select the Real option and enter an asterisk (*) in the
User field.

b. Inthe Action area, select the Reject Connection option.

i

—Iv Enable Rule

Description: Ireject_all_users

— Incoming User

% pesl

 Wirtual
User: I* j
Darmain: I
[~ ssL: & yith 551

€ Without S350

advanced... |

— Hctian

On Rule Mateh: ¢ accept Cannection

' Reject Connection

— Transform to

Uset: I j

Domain: I

™ Stop searching for additional matching rules

[o]4 Cancel

c. Click OK.
2. If you are using a domain environment, add another rule that rejects domain users.

a. Inthe Incoming User area, select the Real option and enter an asterisk (*) for
both the User and Domain fields.

19
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b. Inthe Action area, select the Reject Connection option.
3. Add another rule that enables access to the Center for users connecting from a specific
Web Ul machine. For example, machine: WebServer.

a. Inthe Incoming User area, select the Real option and enter an asterisk (*) as
the User.

b. Inthe Action area, make sure that the Accept Connection option is selected.
c. Click the Advanced button, the Advanced Rule Filters window appears.

d. In Requester Users, remove the default asterisk (*) and any existing users, and
enable Web Ul users by entering: IUSR_<MACHINE NAME>

where <MACHINE NAME> is the machine running the IIS that you are
connecting to.

NOTE: The “IUSR_” prefix is mandatory.

For example, TIUSR WEBSERVER!

x
Requester Users | Requester Domains I Requester Nodes | Requester Subnets |
IUSR_wEBSERVER * ¥ :

= =] =] %] 2| =] =] %]
Requester Netmask s | Reguester Applications | T arget Applications |
all all
[=[ES]| ElE [=[5]
ok | Lancel | Help |
4. Click OK.

The Security Rules tab should look as follows:

20
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3 Host [production_srv] - RTM I ] 3

Hosts

Scheduler | Ib ‘Q o 1. ‘ | H ‘

Ermnail

User Definition - - - - -

Rulas Mo I Enabled I Match Action I Stop Search I Incaming User I Incoming Domain I Incoming User Type I Target Lser
License 1 O Acoept * * Fizal

550 2 O Aooept * Real

Disk, Space 3 Reject " Feal

Toals 4 Reject * * Feal web_acco...
Internal Processes 5 Accept Wb UI_User Real

Cloze Help
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Allowing SSL-only connections:

This rule allows connections in SSL mode only while rejecting non-SSL connections.

NOTE: If Backup & Restore is needed, make sure the Allow backup and restore security rules
are enabled and appear first in the Center Management’s Security Rules list. For more
information on these rules, refer to the next example.

To allow an SSL-only connection:

1. Click New Rule W to add a new rule.

2. Inthe Description field, enter a proper description, such as “Allow ssl connection
only”.

3. Inthe Incoming User area, select the Real option and enter an asterisk (*) for the User
field.

4. Select the SSL checkbox and make sure With SSL is selected.
5. Inthe Action area, select the Accept Connection option.

6. Click OK.

22
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Allowing Backup & Restore in SSL mode:

In environments that require an SSL connection, the following two rules need to be created to
enable Backup & Restore to run.

NOTE: For these rules to work properly, make sure they are enabled and appear first in the Rules
list.

To allow Backup & Restore for all real domain users:

1. Click New Rule W to add a new rule.

2. Inthe Description field, enter a proper description, such as “Allow backup and
restore access to domain users”.

3. Inthe Incoming User area, select the Real option and enter an asterisk (*) for both
the User and Domain fields.

4. Inthe Action area, select the Accept Connection option.
5. Click the Advanced button, the Advanced Rule Filters window appears.

a. In Requester Applications, remove the all entry and add the following two
entries: Backup and Restore, as follows:

51
Requester Users | Requester Domaing I Requester Nodes | Requester Subnets |
2| 2| = 2| = 2| =

Fequester Netmasks Fequester Applicatiors: I Target Applications

Backup all
Restore

2] =] 2] =] 2| =]

Ok I LCancel I Help I

b. Click OK.
6. Select the Stop searching for additional rules checkbox.

7. Click OK.

23
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To allow Backup & Restore for all real local users:

1. Click New Rule [¥ to add a new rule.

2. Inthe Description field, enter a relevant description, such as “Allow backup and
restore access to local users”.

3. Inthe Incoming User area, select the Real option and enter an asterisk (*) for the
User field.

4. Inthe Action area, select the Accept Connection option.
5. Click the Advanced button, the Advanced Rule Filters window appears.

a. In Requester Applications, remove the all entry and add the following two
entries: Backup and Restore, as follows:

51
Requester Users | Requester Domaing I Requester Nodes | Requester Subnets I
=] [T 2l =] [ [E

Fequester Netmasks Fequester Applicatiors: I Target Applications

Backup all
Restore

/= 2| ] |5

Ok I LCancel I Help I

b. Click OK.
6. Select the Stop searching for additional rules checkbox.

7. Click OK.

For any additional information, contact us at support.repliweb.com
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