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1. Introduction 

 
RepliWeb, Inc. is a full service technology company that develops innovative software for data 
replication and deployment. Its primary clients are S/M/L Enterprises, Technology Developers, 
Integrators and Global Service Providers. 
 

The RepliWeb Family of Products 

Helping your IT organization deliver strategic file workflow, content automation and information 
delivery solutions faster, and more reliably. RepliWebôs software solutions automate, guarantee, 
and accelerate the delivery of files throughout local and distributed enterprise-computing 
environments. Installed in some of the most demanding enterprise IT and datacenter 
environments, RepliWeb solutions accelerate information availability, deliver improved 
performance, and reduce costs associated with content-based file workflows. 

 
NOTE: R-1 supports coexistence with other RepliWeb products that are installed on the same 
server, such as RepliWeb Managed File Transfer (RMFT) and RepliWeb Operational 
Synchronization for SharePoint (ROSS). 
 
 

R-1 Deployment Platform (R-1) ï Automated deployment of web content, IIS 6 Metabase, IIS 7 
Configuration, IIS 7.5, .NET framework and COM+ components to data centers and across local 
or distributed computing environments. 
 
 

RepliWeb Directory Synchronization (RDS) ï A peer-to-peer file replication and file 

synchronization solution for heterogeneous computing environment (Windows, Linux, UNIX). 
 
 

RepliWeb Operational Synchronization for SharePoint (ROSS) ï Deployment solution for 

SharePoint
©
-enabled organizations publishing across tiered topologies and multiple farms. 

 
 

RepliWeb Managed File Transfer (RMFT) ï A managed file transfer platform that helps 

organizations automate file workflows and accelerate the way they transfer, share, and exchange 
files between internal users, customers, and business partners.  
 
 
A complete list of products and supported platforms can be found at RepliWebôs web site: 
http://www.repliweb.com. 
 
 

http://www.repliweb.com/
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About the User Guide 

Audience 

This guide was written with the following in mind: 

¶ The user has one of the following Internet browsers installed: IE 6 and above, FireFox 2 
and above, Safari 3.1.2 and above, Google Chrome 

¶ The user is familiar with the various Microsoft Windows operating systems 
(Windows2000/XP/2003/Vista, Windows Server 2003/2008 (32/64-bit Editions), 
Windows 2008 R2 and Windows 7) as well as the UNIX operating system (should the 
replication job employ it) and their basic administration. 

¶ The user has the necessary privileges for the computer(s) on which the software is to 
be installed. These will be described more fully throughout the User Guide. 

¶ The user is familiar with Windows-style graphical user interfaces (GUI) and / or 
command line interfaces (CLI). 

 
User Guide Organization 

As mentioned, R-1 has been designed to operate between Windows environments, UNIX 
environments, and heterogeneous (mixed) environments. With that in mind, all administrative 
tasks can be performed on both UNIX and Windows machines.  
 
The User Guide reflects this administrative flexibility and is divided into sections pertaining to R-1 
administration through a graphical user interface (R-1 Console GUI), administration through the 
command line interface (R-1 Console CLI) and sections that are independent of the Console 
interface. 
 
The Console component is explained in detail in the following section of the User Guide. 
Administration through the Console can include submitting replication jobs, viewing job progress, 
and aborting jobs. 
 
NOTE: R-1 does NOT create any default user or password. All user names and passwords used 
in this guide are samples only.  
 
Valid credentials should be used for Center and Edge connections. 
 
NOTE: This document covers all R-1 features. Some R-1 features are optional and are available 
based on purchased licensing. 
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2. Overview 

 
This chapter will review the R-1 Deployment Platform, its architecture and features. 

General Concepts 

Mission 

The R-1 Deployment Platform (R-1) is a cost effective, feature-rich web content and application 
deployment automation platform trusted by leading Global 2000 companies. Hundreds of 
enterprises and government organizations put R-1 through the paces to meet their mission-critical 
deployment needs. Ensuring that local and distributed servers, as well as complete datacenters, 
are synchronized with the most up-to-date content and code R-1 is the single source solution for 
organizations of any size. 
 
Server administrators trust R-1 with all the critical technical details to automate website 
publishing: Files, web content, IIS settings, .NET assemblies, and COM+ components can roll out 
to one, dozens, or hundreds of physical or virtual servers. Updates occur behind the scenes, with 
no service interruptions, down-time, or impact on end usersô browsing experiences. Even large 
enterprises enjoy significant efficiencies, as R-1 can scale to handle infinitely large content 
repositories without compromising performance or stability. R-1ôs cross platform support, open 
architecture, and extensive configuration capabilities allow for seamless integration into existing 
content-based file workflows and content lifecycles. 

 
R-1 differs from conventional one-to-many solutions by taking the responsibility for resource 
intensive tasks related to critical distribution. R-1 Business Intelligence dictates policies based on 
content-value, transport-cost metrics and network resources, as well as other configurable 
transactions and business solutions. 
 
R-1 facilitates a totally unattended, background distribution process. Automation is rooted in a 
master ñfire-and-forgetò scheduler that supports priority, time, event and logic as policy definitions. 
 
The R-1 Deployment Platform accelerates business and drives revenue by guaranteeing 
production content and applications are available when and where they should be. 
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Concept 

R-1 enables Server Administrators to automate the publishing of the complete websites, including 
files, web content, IIS settings, .NET assemblies and COM+ components to one, dozens or 
hundreds of physical or virtual servers. Updates occur behind the scenes, with no service 
interruptions, down-time or impact on end users browsing experiences, with complete rollback 
capabilities and transactional updates support, overcoming content inconsistency over lengthy 
replication processes.  
 
 
Features 

R-1 offers robust features to support rollbacks, automation, security, and other must-have 
processes: 
 

¶ Web and Application Deployment ï R-1 provides automated distributions of IIS 6 
Metabase, IIS 7 Configuration, IIS 7.5, .NET Assemblies, and COM+ Applications. 

¶ Process Continuity ï Ensuring business continuity, R-1 provides rollback and 
failover capabilities aimed to provide organizations with peace of mind should 
problems arise. 

¶ Flexible Scheduling and Configuration ï Real time replication, deploy now and 
publish later, R-1ôs flexible scheduling and configuration provides complete control 
over the deployment process. 

¶ Security ï R-1 is a completely secured distribution solution, providing encryption and 
SSL based communication between remote servers. 

¶ SDK ï R-1 provides a complete SDK including API and CLI 

¶ Web UI ï A Web based interface enables non-privileged users with restricted 
publishing rights and access.  

¶ Transport Engines ï R-1 provides multiple transport engines allowing the use of the 
best transfer method for each network topology and characteristics. 

¶ Reporting and Auditing ï Meet regulatory and management requirements with R-
1ôs extensive reporting and auditing capabilities. 

¶ Content Integrity ï R-1ôs Transactional Updates overcomes content inconsistency 
over lengthy replication processes. 
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Functional Description 

R-1ôs logical structure may be explained by the following three-tiered pyramid:  
 

 
 

1. The basic logical layer is the Synchronization layer, in which R-1 determines the 
minimum amount of data that needs to be transferred. By employing a synchronization-
logic powered by RepliWebôs unique Comparative Snapshot TechnologyÊ (CSTÊ) 
engine, the synchronization time no longer depends on the total volume of data to be 
replicated, but is solely a function of the volume of changes. 
 

2. The second layer is the Replication layer. Here R-1 performs accelerated, one-to-one, 
data replication by using parallel data streams and maximizing network throughput. It 
uses a tightly integrated transfer technology layer, providing integrity, recovery, reliability, 
bandwidth  control, and differential transfer. 
 

3. The top layer is the Distribution layer. One-to-many data distribution is performed, 
employing distribution policies based on the available network infrastructure. Here R-1 
uses distribution-logic infrastructure powered by RepliWebôs unique Comparative 
Snapshot MatrixÊ (CSMÊ) engine. R-1 minimizes the distribution time by resolving the 
minimum amount of data that need to be transferred to each of the distribution targets. 
 
Distribution is performed using three components:  

o Console - Used to define and monitor distribution tasks between Centers and 
Edges.  

o Center - The initiator of the distribution process.  
o Edge - Systems that respond to Center distribution and replication requests. 
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Architecture 

R-1ôs flexible architecture allows the user to run distribution and replication jobs regardless of 
network configuration while supporting cross-platform synchronization (Windows to UNIX or vice 
versa). 
 

¶ An R-1 job replicates between two computers: a Center computer containing at least the 
R-1 Center component and an Edge computer containing at least the R-1 Edge 
component. 

¶ Numerous systems may be involved in a single distribution job. In such a setup, one 
Center computer distributes data to multiple Edge computers. 

 
Each component is independent of the others, meaning that a given system can be a Center, 
Edge, or Console. The components that should be installed on a given system depend on the role 
that the system will fill in the replication and distribution topology. Also, any given system can be 
of a different platform (Windows or UNIX), regardless of the role it plays or the R-1 components 
that are installed on it. 
 

Replicated Content Types 

R-1 provides a complete solution for organizations deploying web sites and applications to 
multiple remote servers. It serves as a great deployment platform for organization engaged in 
large scale migrations from COM+ to .NET, in that R-1 offers unified deployment capabilities of 
both applications platforms. 

 
Content (Files) 

R-1 scales to distribute multiple files located in the source directory to the target directories. Using 
its Large File Accelerator (LFA), R-1 expedites the delivery of large-file assets in addition to 
providing multiple TCP/IP sessions, compression, bandwidth control, integrity checks, and 
moreé 
 
IIS Configuration Settings 

Manual updates of IIS 6 Metabase, IIS 7 Configuration, or IIS 7.5 can be inefficient, error prone 
and offer no reporting. R-1 replicates IIS (depending on the IIS version), providing guaranteed 
delivery, strict security policies and full reporting of when updates are performed. IIS configuration 
settings updates in IIS 6, 7, or 7.5 can become an integral part of the content lifecycle.  
 
.Net Assemblies 

R-1 provides automated distributions of .NET Private and Global Assemblies for full automation of 
Windows-based Applications deployment to localized and remote servers farms.  
 
COM+ Applications 

For Organizations running applications built on legacy COM+, R-1 replicates COM+ components 
in the same automated manor in which .NET Assemblies are deployed.  
 

Terminology 

The Center is the initiator of any distribution or replication job. Thus, any reference to the direction 
of data transfer is, by convention, relative to the Center. 
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An Upload job is a job in which data is being uploaded from the Center to the Edge(s). 
A Download job is a job in which data is being downloaded from the Edge to the Center. 
 
Distribution is always an Upload job. In the distribution process, the data transfer is from the 
Center to one or many Edges (a one-to-many operation). 
 
The Replication process, always takes place between two systems only ï a Center and an Edge 
(one-to-one operation), involving either the uploading or downloading of data. 
  
Center 

The Center is the initiator of any R-1 distribution job and must therefore be installed on any 
system that will initiate a distribution. Once a job is submitted to the Center through the R-1 
Console (through the Console GUI or the Console CLI), the background services on the Center 
take over. Whether the job is set to run immediately or on a predefined schedule, the Center will 
ensure that the jobs are initiated without any further user interaction.  
 
The Center operates transparently as background processes regardless of the operating system 
it is installed on. This ensures that a distribution job can be successfully completed whether a 
user is actively logged on to the system or not. 
 
NOTE: On UNIX systems the Center runs as background processes, while on Windows systems, 
it runs as services. 
 
Edge 

The Edge component must be installed on any system that responds to distribution and 
replication requests initiated by a Center. It is a passive element that runs as a background 
process, and is awakened by a distribution request originating from a Center. It then allows R-1 to 
perform the distribution, again, regardless of whether a user is actively logged on or not. 
 
In a distribution process, more than one Edge may take part as the receiver of the distributed 
data. In a replication process, only one Edge will be involved, either as the receiver or the sender 
of the data. 
 
NOTE:  On UNIX systems the Edge runs as background processes, while on Windows systems, 
it runs as services. 
 
Console 

The Console is the main means for an end-user to interact with R-1. Whether using the  
R-1 Console command-line interface (CLI), the R-1 Consoleôs graphical user interface (GUI), or 
the R-1 Web UI, the Console is a ñwindowò to the Center. 
 
The Console connects the user to any system with the Center component installed and allows the 
user to perform all forms of administrative tasks with respect to replication jobs defined on the 
Center. This provides an ease-of-management layer in the enterprise environment. 
 
The Console does not need to be installed on the system with the Center component installed. It 
can be installed on any system that can form a TCP/IP session with the Center (i.e. via LAN, 
WAN, VPN or a dial-up connection). This means that there can be multiple Consoles 
simultaneously administering R-1 jobs on a given Center. 
 

¶ If the Console is installed on a Windows system, both the R-1 Console CLI and the R-1 
Console GUI can be used to administer jobs.  

¶ If the Console is installed on a UNIX system, only the R-1 Console CLI can be used. 
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Jobs can be administered using a combination of the two operating systems. This is illustrated by 
the following scenario: 
 
The R-1 Center component is installed on a UNIX system at the office. A Console has been 
installed both at the office, and on the Network Administratorôs home Windows PC. This allows 
the administrator to monitor jobs from both the home and the office. At the office, the Console is 
on a UNIX machine (the same machine as the Center), meaning that only the CLI can be used. 
However, once at home, the administrator can do all R-1 job administrating through either the CLI 
or the GUI. 

 
A Console always displays information relayed from the Center it is connected to and the Edge 
involved in the replication process. 
 

NOTE: R-1 job administration is completely independent of the systems involved in the 
distribution. For example, although a job may be initiated to mirror a directory between UNIX 
System (A) and UNIX System (B), all administrative actions pertaining to the job can be fulfilled 
through either a UNIX system, or a Windows system. The only requirement is that the R-1 
Console component be installed on the system in question. 

 
Web UI  

The RepliWeb R-1 Web UI is a web based user interface to define, monitor, and administer 
RepliWeb R-1 distribution jobs.  
 
The user interface runs as CGI scripts that are compatible with any web servers that support CGI 
execution.  
 
NEW: R-1 Web Console can connect to multiple R-1 Centers using a tabbed user interface. 
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Synchronization Features 

The basic R-1 logical layer is the Synchronization layer, in which R-1 determines the minimum 
amount of data that needs to be transferred. The synchronization time no longer depends on the 
total volume of data to be replicated, but is solely a function of the volume of changes. R-1 can 
transfer unlimited amount of files. 
 

Synchronization Logic 

R-1ôs default synchronization-logic is to Mirror a target directory with a source directory. Some 
situations, however, are better suited for other synchronization-logic. These include Purge logic 
and Backup logic. The nuances of each are explained in detail, later in this guide.  
 

Scalability 

R-1 scales to handle infinitely large content repositories without sacrificing performance. R-1 uses 
RepliWebôs Comparative Snapshot Technology

Ê
 (CST

Ê
) to shift the burden of synchronization 

from the network to the servers. CSTÊ guarantees that only the absolute minimum volume of 
data necessary to perform the synchronization will be transferred, without burdening the networks 
with nonessential protocol traffic. 
 

Security 

R-1 is a completely secured distribution solution, which overcomes the traditional problems 
associated with content deployment. R-1ôs security mechanisms allow using the Internet and 
Internet-based VPNs and WANs as an efficient distribution channel, without the concerns of data 
loss, pilferage or malicious impersonation. R-1 uses SSL end-to-end, making integration with 
other systems seamless. 
 
R-1 allows authenticated and encrypted data transfer of valuable digital assets between hosts. All 
access is denied by default, unless specifically permitted and is granular to the file level. Trusted 
IP addresses, subnets, users and schedules are supported, as well as the total anonymity of 
user/password/directory information from one host to another, thus allowing for secure transport 
between untrusted networks. This authentication proxy mechanism adds a layer of autonomy to 
B2B content distribution, enabling hosts that do not trust each other to synchronize massive 
content stores without having to divulge anything beyond the machine name or IP address, virtual 
user and virtual password. 
 

Multiple Transport Engines 

To achieve the required level of mission-critical reliability and security, R-1 employs a robust 
transport layer allowing the use of the best transfer method for each network topology and 
characteristics. 
 

¶ LAN Transport ï Employs the most out of a LAN connection, geared for speed and 
maximal throughput. 

¶ WAN Transport - Maximizes the WAN connection, providing multiple TCP/IP sessions, 

compression, bandwidth control, integrity checks, and moreé 
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¶ LFA Transport - Expedite the delivery of large-file assets in addition to providing multiple 
TCP/IP sessions, compression, bandwidth control, integrity checks, and moreé 

 
The data transport process provides configurable options including compression, differential 
transfer, file integrity, overwrite after completion, security and recovery. 
 
R-1 uses also Multicast-enabled distribution with a powerful Unicast complement. Integrated 
Network Awareness technologyÊ (iNATÊ) allows R-1 to optimize distribution policies based on 
the available network infrastructure (Multicast, Unicast and hybrid networks), for ñApplication 
Level Multicastò functionality. 
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Replication Features 

 

Web and Application Deployment 

R-1 provides a complete solution for organizations deploying web sites and applications to 
multiple remote servers: 

¶ IIS Configuration (IIS 6 Metabase, IIS 7 Configuration, IIS 7.5) 

¶ .NET Private and Global Assemblies  

¶ COM+ Application 

 

Content Integrity  

R-1ôs Transactional Updates overcomes content inconsistency over lengthy replication 
processes. It enables performing publishing on all servers at a future set date and time after 
content has been completely deployed. 
 
The deployment process provides complete business integrity, starting from data integrity on the 
file level, up to distribution to multiple centers, enabling a scheduled deployment and rollback 
capabilities. In the event of failure in the publishing process, all servers can be rolled-back to their 
original content. 
 

Data Transfer 

Multiple Data Streams 

R-1 can perform the data transfer using multiple data streams. In the vast majority of replication 
environments, the use of concurrent streams will significantly reduce the replication time. This is 
especially true for replications performed over an Internet-based Virtual Private Network (VPN) 
where the limiting data transfer rate is much lower than the theoretical maximum. 
 
When replicating over VPN or a high-speed LAN, transfer performance can be boosted when 
performing simultaneous parallel transfers of partial file lists. In a high-speed LAN environment, 
using data streams will result in maximizing the network throughput. When used on VPN 
environments (over the Internet), performance is maximized to nearly the network limit defined by 
your VPN connection.  
 
Bandwidth Limit 

Network activity that includes massive data-transfer operations can result in poor response time 
for interactive network users and network applications. To avoid this bottleneck in network 
performance, utilize the Bandwidth Limit feature. 
 
Bandwidth Limit enables specification of the maximum line bandwidth that a particular operation 
can use. Each job can have its individual bandwidth priority that is set by the network 
administrator.  

 
For more information on Bandwidth Support jobs, refer to Appendix B. 
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Differential Transfer 

R-1 allows the transferring of only the differences between two files residing on the source and 
target. Both files are compared and only those blocks of data that are different are subsequently 
transferred. Thus, network load, transfer time, and network data exposure are reduced to the 
minimum required to synchronize the two files. 
 
When this feature is enabled, the user must specify a minimum file size.  
 
There is no advantage at all in using the Differential Transfer option with files smaller than 64K. 
 
Large Files Replication 

R-1ôs Large File Accelerator (LFA) transport engine expedites the delivery of large-file assets in 
addition to providing multiple TCP/IP sessions, compression, bandwidth control, integrity checks, 
and moreé 
 
The LFA transport engine is geared for speed and maximal throughput. Supporting concurrent 
sessions (by breaking files into multiple sessions) and parallel transfer of partial file lists (by 
joining smaller files into parallel groups and sessions) it employs the most out of the network 
capabilities.  
 
Flexibility 

R-1 is ideal for heterogeneous network environments running UNIX, Windows or a combination of 
both. Businesses utilizing distributed development, application, production and web servers gain 
maximum flexibility with the R-1 modular architecture.  
 
R-1 enables concurrent ñpush and pullò operations that can be logically grouped to automate 
business processes. R-1 uses simultaneous data streams to maximize network throughput, 
overcoming the inherent latencies in TCP networks. 
 
Scheduling 

R-1 facilitates a totally unattended, background distribution process. Automation is rooted in a 
master fire-and-forget scheduler that supports priority, time, event and logic as policy definitions. 
 
Continuous Updates  

R-1ôs Continuous Update event-driven replication, significantly improves performance in 
projects requiring immediate data consolidation. The RepliWeb Event Driven Agent - REDA  is an 
event driven process - not a device driver - that detects, collects, and filters the events in the 
source data that are relevant to each of the distribution targets ï subsequently directing how R-1 
responds to the events.  
 
Through the implementation of the REDA over a scheduled distribution solution, R-1ôs 
Continuous Update overcomes the pitfalls of standard real-time replication solutions by regularly 
performing a full analysis and repair of the target system(s) involved at fixed intervals. The REDA 
framework allows it to be aware of the number of events generated, ensuring that a flood of 
events does not overload the system - If such a scenario does present itself, the REDA forces a 
full synchronization ensuring that a system is always up to date.  
 
For more information on Continuous Update jobs, refer to Appendix H. 
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Recovery 

Even the most advanced enterprise solution becomes a management problem if it lacks the 
power to solve problems independently. R-1 has the ability to identify difficulties and make 
recovery decisions based on network events, as well as from other external sources. 
 
RepliWeb Watchdog, for example, provides around-the-clock monitoring of the Active, Archive, 
Submit and Sched_API servers and instantaneously resumes any failed ones. 
 
R-1 operates on a ñfire and forgetò mind set. Once a job has been properly submitted, R-1 will do 
everything it can to ensure its successful completion. R-1ôs recovery procedures are user 
configurable and will recover from any type of network failure or system crash. Whether it is a 
network ñtime-outò, system crash, reboot, or simply loosened network cables, as soon as the 
systems are back up and running, R-1 will recover and resume all of the interrupted replications.  
 
Every distribution job on a Center runs completely independently of the others, and every stage of 
a job is independent. If the job failed during a file transfer, the transfer will resume from the exact 
point of failure within that file, only resending the last block transferred. If, during the down time, 
the target file was modified at all, R-1 will resume the transfer from the last point of match within 
the two files. (This is a situation that occurs all too frequently with Operating Systems that employ 
write-caches). 
 
R-1 makes it possible to control every aspect of the recovery process, ranging from the number of 
retries to the time between recovery attempts, to configuring early notification regarding 
unexpected errors during jobôs run-time prior to exhausting all recovery attempts. 
 

Rollback 

Rollback functionality provides a means of effectively undoing the effects of multiple replications 
and distributions on a target system to a user-specified ópoint-in-timeô. The benefit of such a 
system over a simple óarchivingô of specific files is its ability to specify a time relative to the targets 
(e.g. 8 hours ago) and systematically undo the effects of all scheduled or event-driven changes 
that were replicated. The use of relative time as opposed to absolute time (i.e. DD/MM/YY 
HH:MM) eliminates the need to account for target systems across different time zones, thereby 
reducing the complexity of a rollback for the system administrator. 
 
Rollback functionality is employed through the órecordingô of all replication related changes on a 
target system, followed by potentially órolling backô the content at a later time. The recording 
phase occurs prior to any propagation of changes to a target system and includes the recording 
of creation, deletion and modification to files and directories (including ownership and permission 
changes). Recording can be defined to take place locally on each target system, or on a network-
wide file server defined through a UNC share-point (e.g. \\nasstorage\R1_recording) ï effectively 
providing unattended and efficient tape-less backup and restoration. System administrators also 
custom define the recording history to a time relative to the present, for example, specifying that a 
distribution should be able to rollback to a state 24 hours in the past. R-1 will then only keep the 
changes that occurred in the last 24 hours, and automatically purge recorded changes that have 
expired. 
 

 



 

R-1 v4.1.1 User Guide Overview 

 

14 

Distribution Features 

 

Tiered Architecture 

R-1ôs multi-tiered architecture allows complete freedom and customization particularly for 
complex implementations. An R-1 deployment platform is comprised of the following components: 
Edge, Center, Management Console and an optional API Layer. 
 
The distribution process running on the Center may distribute to as many Edges as desired. (The 
number of Edges is only limited by the R-1 license). The Edge is a passive component that is 
inactive until called by an authenticated Center. All components are detached from each other 
and platform agnostic. 
 
One Console connects to multiple Centers allowing for ease of management in the enterprise. 
 
A fourth tier may be added for greater flexibility in managing multiple systems simultaneously. 
The API layer may be used to seamlessly integrate R-1 functionality into external enterprise 
applications, such as third party web and management systems. 
 

Business Intelligence 

R-1 can make scheduling and transport decisions based on external events.  
 
External triggers like complex scheduling option, on-demand submission and dependency on 
trigger files allow for smooth integration of the distribution process with the organizationôs content 
life cycle and flow. 
 

Multicast 

R-1 uses a set of properties to enable Multicast data transfer. Multicasting greatly reduces 
transfer time by improving the distribution process. It is specified for each R-1 Edge whether it is 
Multicast enabled. R-1 will, by default, send content using Multicast where possible. The 
distribution method (Multicast / Unicast) is determined dynamically for each file in the 
Comparative Snapshot Matrix (CSMÊ) based on predefined job parameters. 
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Distribution Process 

A distribution process consists of the following steps: 
 

Pre-Distribution Processing 

This stage performs the pre-distribution processing stages designated by the user on the Center 
and/or on the Edge(s). R-1 can execute scripts and programs both locally and remotely to give 
the network administrator the opportunity to prepare the source and target systems prior to the 
distribution.  
 
The pre-distribution process may also include a download/collection/consolidation operation, 
providing a unified process of downloading data from one location and distributing it over the 
network. 

Planning 

The planning stage is where R-1 differentiates itself from other distribution and replication 
technologies. Implementing CSMÊ and CSTÊ, snapshots of the source and target directories 
are taken, listing file sizes, modification times and dates, security permissions, and shares (where 
applicable). The remote snapshot is then transferred to the Center where it is analyzed locally 
looking for differences between the source directory tree and target directory tree. The analysis 

results in a Comparative Snapshot MatrixÓ that lists the absolute minimum that must be 

transferred to perform the requested synchronization. The Comparative Snapshot MatrixÓ is a 
matrix of files and Edges, listing exactly which files need to be transferred to which Edges in 
whole, which files need only security permissions updated, and so forth.  
 
Compare this method to the alternative: Look at the first file in the directory, send a request to all 
Edges to see if the file exists. If it does, reply to the request asking whether the file should be 
overwritten, or ignored, if it doesnôt, then start to transfer the file. Repeat this for every file in the 
directory tree for every Edge involved in the distribution process. Not only is this method highly 
inefficient, it also drastically increases network packet traffic. CSMÊ leads to faster 
synchronization times, lower bandwidth usage fees, and reduced network stress. 
 

Transfer 

The transfer stage uses the Comparative Snapshot MatrixÊ generated in the planning stage to 
synchronize the systems. Depending on the content and topology, R-1 can use one of the internal 
transfer methods to transfer the data, optimized for WAN environments, for LAN environments 
and for very large files. This can lead to greatly reduced transfer times over conventional file 
transfer protocols.  
 

Transactional Updates 

The deployment process provides complete business integrity, starting from data integrity on the 
file level, up to distribution to multiple centers, enabling a scheduled deployment and rollback 
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capabilities. In the event of failure in the publishing process, all servers can be rolled-back to their 
original content. 
 

Post-Distribution Processing 

Like in the pre-distribution process, in this stage R-1 performs operations designated by the user 
on the Center and/or on the Edge(s), following the distribution process. R-1 can execute scripts 
and programs both locally and remotely to give the network administrator the opportunity to 
complete the process by performing various tasks on the systems that took part in the distribution 
process.  
 

Clean Up 

Any remaining job-specific temporary files generated by R-1 during job execution are removed 
from the local and remote systems. After Clean Up completes, R-1 executes any On Exit 
commands requested. These can include notification via email as to the status of the completed 
job or any other customized procedure on the Center or Edge(s).  
 
 
NOTE: The Distribution process is somewhat different when running Continuous Update Jobs. 
Please refer to Appendix H  for more information. 
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Distribution and Replication Examples 

To demonstrate R-1ôs flexibility, a few common scenarios are described below. Since  
R-1 is cross-platform in nature, only the ñcomponentsò are mentioned. Each system in the 
topologies mentioned, whether acting as a Console, Center or Edge can be a Windows or UNIX 
system. This is independent of the other systems involved in the synchronization process.  
 
1. Basic Replication Job 

 

  
 

The figure above illustrates a basic R-1 replicating architecture. 
 
The Console and the Center are installed on the same machine. Since the system will initiate the 
replication, it must have the Center component installed on it. Also, since the jobs will all be 
submitted and monitored from this system, it must have the Console component installed on it. 
 
The Edge component is installed on a different machine in a different site. 
 
 
2. Basic Distribution Job 

  

 
This example demonstrates a distribution topology.  
 
The Console and Center are installed in the companyôs central office. Data is being distributed on 
a daily basis from the companyôs site to all its servers around the world. 
 
All distribution jobs in this topology are Uploads jobs. Data is being transferred from the Center to 
the Edges. No data is being downloaded from any of the Edges to the Center. 
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3. Replication and Distribution Topology 

  
 
In this example, hybrid architecture is deployed. A web-site development company updates its 
web site on a daily basis.  
 
The development team works on a separate site, updating a pre-production machine. The Center 
initializes a replication job, to mirror this machine to a centralized site. Then it initializes a 
distribution job, uploading the data to web servers around the world. The network connection to 
the servers varies between LAN and satellite connections. 
 
In addition, data is being uploaded to and downloaded from other servers of the company, using 
one-to-one replication processes. 
 
In this scheme, there is more than one Console. The jobs are defined in one place and monitored 
in a different place, employing the strength and flexibility of the R-1 architecture. 
 
 



 

R-1 v4.1.1 User Guide  

 

19 

3. Creating a Distribution Job: 
GUI 

 
In order to initiate a job, its parameters must be defined. The parameters control every aspect of 
the job including the data to be replicated, bandwidth consumption, scheduling, and Center / 
Edge pre and post-distribution command processing. All job definition and configuration may be 
performed using R-1ôs Graphical User Interface (GUI) called the Console GUI. The Console GUI 
will only be available if R-1ôs Console component was installed on a Windows system. Each 
parameter is discussed in detail in this chapter. 
 
Some distribution options are platform dependent. Since the R-1 Console GUI can connect to 
both a UNIX and Windows Center, platform specific properties will be clearly outlined.  
 

NOTE: Users who are not familiar with R-1ôs features and components are advised to experiment 
with previously backed up files and directory structures only. 

 
 

 

Figure 1 - The R-1 Console 

 

NOTE: This document covers all R-1 features. Some R-1 features are optional and are available 
based on purchased licensing. 
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Connecting Via the R-1 Console GUI 

NOTE: The reason one connects to a Center in the first place is to have the ability to submit, 
modify, or monitor jobs. For security purposes, authentication for the respective Center must take 
place. This means first supplying either the IP address or DNS name of the Center in question, 
and a real (domain or local) account and password for that computer.  
 

 

Figure 2: Center Log On 

 
The first step in creating a distribution job is opening the R-1 Console and connecting to a 
machine with the R-1 Center component installed on it. This will allow the user to view, submit, 
and administer any jobs associated with the Center in question. 
  
A dialog box appears with the following fields: 

 

¶ Center ï Enter the host name or IP address of the R-1 Center being accessed by the 
Console. R-1 saves, according to user settings, the connection credentials of each of the 
Centers the Console is connecting to, so the Center can be selected from the list if the 
user already connected to it. 
 

¶ User ï Enter the user name that all jobs on the Center will use to perform the 
synchronization. 
 

¶ Password ï Enter the password for the account specified in the User field. 
 

¶ Domain ï If user is part of a domain, enter the domain here, if it is not, leave this field 
blank. 
 

When all the necessary fields are filled in, click Connect. 
 

¶ Connect ï Connects to the Center specified. Connection credentials are saved 
according to the settings specified by the user. The user can elect to always add the 
Centerôs connection credentials to the list upon successful connection to the Center. 
 

Any operation that takes place on a system (Windows or UNIX) must have a user context it is 
operating under. When a user is logged in to the system, the user context is that user. However, 
when a background process (such as an R-1 job) performs operations, it must take on a user 
context. The account supplied to the Center will be the account under which R-1 will perform all 
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tasks on the Center machine. If it were to write files to a certain directory on the Center, it would 
need standard NT security privileges to write to the given directory.  
This also means that any pre / post commands on the Center will be run under the above userôs 
security context. 
 
NOTE: When connecting to a Center as a specific user, one will only see jobs that were 
submitted by that user. User Bob will only see jobs that were submitted when connected to the 
given Center as user Bob.  
The user name entered in the user field is case-sensitive when connecting to a UNIX Center, so 
user Bob will not see any jobs submitted by user bob and vice versa. Password field is case 
sensitive for both Windows and UNIX Centers. 
 
This window allows saving the list of Centers the user connects to from the Console. The list is 
saved locally and is user specific. Connection credentials can include the password with/without 
confirmation if the user selects to do that; the password is saved in an encrypted format. 
Additional options are available on this dialog box: 
 

 

Figure 3: Connection Dialog Box Options 

 

¶ Options ï Clicking the Options button, enhances the dialog box to allow more connection 
options and saving connections setting options. 

 
o Save ï Save connection credentials according to the settings specified by the 

user regardless of the validity of the values entered. 
 

o Remove ï Remove a Centerôs connection credentials from the list. 
 

o Set Default ï Use the current connection credentials as the default for R-1 to 
use the next time the console is opened. 
 

o Setting ï Specify whether the connection credentials will be saved with/without 
the password, and whether saving confirmation is required. This window also 
allows specifying that the connection credentials will be automatically saved upon 
successful connection to the Center. 
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o Offline ï Disconnect from the current Center (if already connected). Do not 
connect to any Center. Allows the creation of local job templates. 
 

NOTE: When saving passwords, the password is always encrypted! 
 
o Use SSL ï Specify whether to connect to that Center using SSL Protocol 

security. 
 
For a detailed explanation about R-1 security, see the R-1 SSL Guide. 
 

o Use Alternate Port ï Check this option to change the port being used for 
Console ï Center communication, and specify the new port number to use. Ports 
being used for the Jobs themselves may be changed in the Job Properties / 
Advanced tab. 
 
NOTE: If the Center is set to use an alternate port, the Edge(s) in the job will 
automatically use the same port during the replication. Note that this will not be 
reflected in the GUI Job Properties / Advanced tab though. 

 
 

Please refer to Appendix D ï Center Administration for complete information on 
how to set up port usage. 
 
 

http://www.repliweb.com/downloads/pdf/r1_ssl.pdf
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Distribution Job Definition and Properties 

A distribution job is defined in the Distribution Job Definition window. This window is reached 
by selecting the Distribution icon on the button bar, or selecting the option from the File menu. 
Frequently performed jobs may be saved as a template. Templates are described in detail in the 
following sections. In effect, a template simply saves the job definition, including all options 
selected and information entered, for later submission or editing.  
 
Connection to the Center automatically identifies one of the machines involved in the distribution 
(the Center is the source for distribution and upload jobs and, conversely, the target for a 
download job). The above convention holds regardless of where the Console is.  
 

 

Figure 4: Defining a Distribution Job  

 
NOTE: The Distribution Bulk Changes dialog box uses the same tabs, fields, and options as well. 
For more information about applying bulk changes, refer to the Bulk Changes section. 
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The job definition fields are: 
 

¶ Distribution Name ï Enter the name of the distribution job. 
 

¶ Distribution Description ï Enter the jobôs description. 
 

¶ Replicate ï Select whether the Job is distributing content files, IIS components or a 
combination of them. The options selected here influence the properties that should be 
defined in the Job definition, while clicking the Properties button.  
 

o Content (files) ï Distribute files located in the source directory to the target 
directories. 
 

o IIS components ï Distribute IIS (IIS 6, 7, or 7.5) component configuration like 
Web Sites, Application Pools and Global ISAPI Filters. Set these replication 
properties in the IIS 6 Metabase Tab or IIS 7 Configuration Tab, depending on 
the IIS version you are using. 
 

o .NET Global Assemblies ï Distribute .NET Global assemblies residing in the 
GAC, and not just their IIS definition. The actual DLLôs will be replicated as well. 
Set these replication properties in the .NET Assemblies Tab.  
 

o COM+ Applications ï Distribute COM+ components. Set these replication 
properties in the COM+ Applications Tab .  

 
NOTE: Replicating IIS configuration, .NET Assemblies and COM+ Applications is 
supported in Windows to Windows replication only. 
 

¶ Source Directory ï The Distributionôs Source directory. Source directory is not required 
when not replicating content files. 

 
NOTE: The source directory is located on the Center you are connected to and not on 
the Console machine. 

 

¶ Distribution Target ï Define all properties related to the Edge(s) the job will connect. 
These are default values for all Edges in the Distribution Job. To change the value for 
specific Edge(s), use the Override button. 
 

o Default User ï Enter the username that will be used to connect to the Edge(s) 
by the Job.   
 

o Default Password ï Enter the password for the account specified in the User 
field.  
 

o Default Domain ï If the Target platform is Windows, the target Domain will also 
need to be specified. 
 

o Default Target Directory ï The Distributionôs default target directory. If not 
specified in each of the Edges (override) the same target directory will be used in 
all Edges. Target directory is not required when not replicating content files. 
 
The source and target Directory paths must be specified in full. For example, if 
the following path is entered as the target directory for a distribution job ï 

d: \ collectdata -  all distribution activities will occur in the collectdata 
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sub-directory (on drive ódô). If this directory does not exist on the target, R-1 will 
create it. 

 
NOTE: It is EXTREMELY important to remember that all path locations and 
commands MUST be written in a native format, i.e., if the source is a Windows 
machine, the source path must be in Windows format; if the target is a UNIX 
machine, the target path must be in UNIX format.  
 
See the description in Cross Platform Formats and Escaping in Chapter 5 for a 
detailed explanation. 

 

o Edges List ï The Edge(s) (source or target, depending on the job type) must be 
specified. The Edge may be identified by name or IP address. This represents a 
system that has the Edge component installed.  
 
Á New ï Add a new Edge (target) to the distribution job. 

 
Á Remove ï Remove an Edge (target) from the distribution job. 

 
Á Rename ï Rename an Edge. 

 
Á Override ï Opens the Edge Override tab. 

 
Á Reset ï Reset all Edge Override changes. All Edge properties will be 

taken from the main job. 
 

Á Import ï Import a text file listing Edges. 
 

Á Export ï Export the jobôs Edge List to a text file. 
 

New Edges are created with the default Edge properties that appear in the 
jobôs Edge General tab. Modified Edges will be marked with a  sign in the 
Edges List, indicating that some of their properties are different from the 
default properties of the job. 
 
The user inputted in the Center settings tab is the user under which all 
operations on the Center would be carried out. Similarly, the User entered in 
the Edge box defines the user context under which all operations on the 
Edge will be carried out.  
 
Note that the user entered above must have whatever permissions 
necessary to write / read / modify / delete in the directory specified in the 
Edge. Any pre / post commands on the Edge will be run under that userôs 
security context. 
 
Note also that the Centerôs user credentials do NOT have to bear any 
relation to the Edgeôs; there is no linkage between the user context on the 
Center and that on the edge. 

 
NOTE: If the user entered in the Center or Edge field can be actively logged-in to 
the systems with the Center and Edge systems, respectively, and create and 
delete files in the respective directories, R-1 can too. 
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¶ Defaults ï Click this button to save all entered properties as defaults for following job 
submissions. 
 

¶ Template ï Opens a dialog box allowing selecting and saving job definition templates. 
 

¶ Submit ï Submits the specified distribution job. 
 

¶ Schedule ï Opens the Schedule dialog box. 
 

¶ Properties ï Opens the Distribution Properties dialog box. 
 

Once all job properties have been defined, proceed to submit the job or, if desired, save the job 
as a template. Additional parameters can be set through the job Properties and Schedule dialog 
boxes. 
 
NOTE: Any used path with a trailing space must be specified with a \ as the last character: 
d: \ documents \  
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Distribution General Tab 

 

Figure 5: General Distribution Properties Tab-  
Defining Synchronization and Recovery Options  

 
NOTE: The Console is connected to a Windows Center. The tab will vary slightly if the Center is 
UNIX. 

 
 

¶ Distribution Type ï Specify the distribution type.  Synchronization Options  may be set 
for each Synchronization Logic. 
 

o Unicast ï Distribute all files using Unicast. Properties need to be set using the 
Unicast Tab. 
 

o Multicast ï Distribute files using Multicast. Properties need to be set in the 
Multicast Tab. 
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¶ Success Definition ï It may happen that not all Edges are available at the execution 
time. Define here the number of Edges required for the successful completion of a Job 
and when the distribution job determined its completion status.  
 

o All Edges Required ï Successful distribution to all Edges is required for a 
successful completion of the Distribution Job. 
 
Á Minimum Edges ï If distribution to the minimum number of Edges 

succeeded, the Job succeeds.  
 

o Abort on exceeding maximum number of failed edges ï This optimization 
option specifies when the distribution process determines its completion status.  
 
By default, once an Edge job fails, the distribution process evaluates its 
completion status based on the Minimum Edges or All Edges Required 
options, as specified by the user. If the conditions are not met, the job will fail.  
 
When this option is used, if one or more of the Edge jobs fail, and the job will not 
meet the minimum of number of edges criteria, the distribution job will abort 
immediately all its running Edge jobs.  
 
For example, assume you defined a distribution job to 10 Edges, and specified 
the Success Definition to minimum of 6 Edge jobs. If 5 Edge jobs fail, it is 
obvious that the distribution job will fail, as it will not meet its success definition. 
Instead of waiting for the other 5 Edge jobs to complete (successfully or not), the 
distribution job can abort immediately these 5 Edge jobs and determine its 
completion status- as failed.  
 
If the success definition requires that all Edge jobs complete successfully, one 
failed job is sufficient to determine the completion status of the job and the job 
will abort immediately. 

 

¶ Synchronization Points ï A distribution job is built from multiple edge jobs, each dealing 
with one target. Each of the edge jobs may have independent pre or post commands set. 

 

The default is that all edges are independent. If different speed networks to the Edges 
exist or if an Edge is down, one Edge job can be already finishing its data transfer and 
the others are still working on its pre replication command. 
 
The synchronization points enable defining that certain stages will not start before all 
Edges are ready to start them. For example, synchronizing Before post commands 
means that all the Edge jobs post commands will not start before all Edges have finished 
their transfer stage. 
 
More than one breakpoint may be selected:  
 

o Before Edges Pre-Commands ï Checking this option means that all Edge jobs 
pre commands will execute together. 
 

o After Edges Pre-Commands ï Checking this option means that all Edge jobs 
will start their transfer stage after all Edges completed executing their pre-
command. 
 

o Before Edges Post-Commands ï Checking this option means that all Edge 
jobs post commands will not start before all Edges have finished their transfer 
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stage. 
 

o Before Edges Completion ï Leaving this option unchecked means that each of 
the Edge jobs can perform exit procedure without waiting for other edges to 
complete. 
 

o Before Transaction Commit ï If Transactional Deployment is used, checking 
this option means that all Edges will perform their commit after all Edges has 
completed the transfer stage and are ready for commit. 
 

¶ Distribution Recovery ï Distribution operations can recover after unexpected errors 
such as communication line or network faults, user interruption, or even a system crash. 
In anticipation of these errors, the Center maintains an ongoing record of its progress 
through each distribution job. 
 
In the event of failure, R-1 obtains all necessary information regarding the failed 
operation from the record generated, including the original property configurations and 
the exact point of failure. 
 

o Maximum Retries ï The maximum number of recovery attempts. 
 

o Recovery Options ï Opens the Recovery Options  window for additional 
recovery options. 

 

¶ Safety Options 
 

o Abort on empty source ï If the source directory of the distribution is empty, 
ALL files on the target run the risk of being deleted. If this option is selected the 
job will abort if the source list is empty.  
 

o Preview snapshot results ï This function offers an additional method to assist 
in creating a perfectly customized replication and distribution jobs. Selecting this 
option will pause the distribution job after the planning stage.  
 
Select the job (identified by a unique preview icon in the State column) by 
clicking the right-mouse button, and choose the Preview option from the menu. A 
list of all of the transfers and deletions required will be displayed. Any of the 
changes indicated may be cancelled. To cancel a change, right-mouse-click the 
file and select Ignore.  
 
Á To confirm a preview, click Confirm. 

 
Á To reject a preview, click Cancel, and proceed to abort the job.  

 
 

NOTE: When Preview snapshot results is selected, the job will not proceed 
past the preview stage without user input. This should only be used in running 
tests and not in a scheduled production scenario. If this option is selected, the job 
will not run until the snapshot is manually confirmed.  
 
This option is NOT available for Continuous Update jobs. 

 

¶ Distribution Subset File ï Define an external file, residing on the Center that contains 
the list of Edges participating in this Distribution job. The file can also reside or a network 
share from the Center (\\nasstorage\common\edges.txt). 
 



 

R-1 v4.1.1 User Guide Creating a Distribution Job: GUI 

 

30 

The definition of a Distribution job includes a list of Edges. An external text file can be 
used, that will be read at run time when the Distribution job starts to run. The list in this 
file defines the Edges to distribute to for the current run. If the file does not exist ï the 
distribution will be to all Edges specified in the Job Definition. 
 
Example 
 

A job is defined to distribute to edges a,b,c,d,e  . The job is defined to look at possible 

subset from file c: \ nodes.t xt . 

 
The file contains the following, specifying each Edge in a new line ï 
 
           B 
           D 
 

When the job starts to run, it will look at the subset and run the distribution to nodes B 

and D only. 

 
If the text file contains ï 
 
           B 
           D 
           G 
 

G is not a part of the original job Edges list, so it is ignored and the job will distribute to B 

and D only.  
 
When used in conjunction of a Scheduled job, the text file is read with every new 
instance, so that every new instance may run on a different subset. This is especially 
convenient if you want to give authorized users the ability not only to hit ñgoò but also to 
decide to which Edges they want to distribute in this run. All they need is to edit the 
external text file and run the next instance. 

 

¶ Use Pre-Distribution Download ï Define Download jobs to be submitted before the 
distribution process begins. Only after successful completion of the Download processes, 
will content be distributed to the Edge(s). Clicking this button opens the Pre-Distribution 
Download Window that enables opening the Properties Window of a Replication job, or 
loading a Template. 

 
 


















































































































































































































































































































































































































































































































































































































































































































































