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1. Introduction

Repliweb, Inc. is a full service technology company that develops innovative software for data
replication and deployment. Its primary clients are S/M/L Enterprises, Technology Developers,
Integrators and Global Service Providers.

In this chapter:

A The Repliweb Family of Products
A About the User Guide

The RepliWeb Family of Products

Re p | i Wefttvadessolutions automate, guarantee, and accelerate the delivery of files
throughout local and distributed enterprise-computing environments. Installed in some of the most
demanding enterprise IT and datacenter environments, RepliWeb solutions accelerate
information availability, deliver improved performance, and reduce costs associated with content-
based file workflows.

NOTE: R-1 supports coexistence with other Repliweb products that are installed on the same
server, such as RepliWeb Managed File Transfer (RMFT) and Repliweb Operational
Synchronization for SharePoint (ROSS).

R-1 Deployment Platform (R-1) T Automated deployment of web content, IS 6 Metabase, 1I1S 7
Configuration, 11S 7.5, .NET framework and COM+ components to data centers and across local
or distributed computing environments.

Repliweb Directory Synchronization (RDS) T A peer-to-peer file replication and file
synchronization solution for heterogeneous computing environment (Windows, Linux, UNIX).

Repliweb Operational Synchronization for SharePoint (ROSS) T Deployment solution for
SharePoint®-enabled organizations publishing across tiered topologies and multiple farms.

Repliweb Managed File Transfer (RMFT) T A managed file transfer platform that helps
organizations automate file workflows and accelerate the way they transfer, share, and exchange
files between internal users, customers, and business partners.

A complete list of products and supported platftorms can be found at Repl i Webés
http://www.repliweb.com.

w
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About the User Guide

Audience
This guide was written with the following in mind:

1 The user has one of the following Internet browsers installed: IE 6 and above, FireFox 2 and
above, Safari 3.1.2 and above, Google Chrome and above

1 The user is familiar with the various Microsoft Windows operating systems (Windows
XP/2003/Vista, Windows Server 2003/2008 (32/64-bit Editions), Windows Server 2008 R2
and Windows 7) as well as the UNIX operating system (should the replication job employ it)
and their basic administration.

1 The user has the necessary privileges for the computer(s) on which the software is to be
installed. These will be described more fully throughout this user guide.

1 The user is familiar with Windows-style graphical user interfaces (GUI) and/or command
line interfaces (CLI).

User Guide Organization

As mentioned, R-1 has been designed to operate between Windows environments, UNIX
environments, and heterogeneous (mixed) environments. With that in mind, all administrative
tasks can be performed on both UNIX and Windows machines.

This user guide reflects this administrative flexibility and is divided into sections pertaining to R-1
administration through a graphical user interface (R-1 Console GUI), administration through the
command line interface (R-1 Console CLI) and sections that are independent of the Console
interface.

The Console component is explained in detail in the following section of this user guide.
Administration through the Console can include submitting replication jobs, viewing job progress,
and aborting jobs.

NOTE: R-1 does NOT create any default user or password. All user names and passwords used
in this guide are samples only.

Valid credentials should be used for Center and Edge connections.

NOTE: This document covers all R-1 features. Some R-1 features are optional and are available
based on purchased licensing.
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2. Supported Platforms

This chapter lists the Windows and UNIX operating systems that R-1 can work on. For more
information, see the Installation Prerequisites chapter in the R-1 Installation Guide.

UNIX Windows

Solaris 2.6 and above (Sun Sparc) 1 Windows Server 2003 (32/64-bit
HP-UX 11 and above (Itanium) Editions)
Red Hat Linux 7.0 and above Windows XP (32/64-bit Editions)
(Kernel 2.6.x) / Linux (SUSE) Windows Vista (32/64-bit Editions)

1 Red Hat Enterprise Linux 3.0 and Windows Server 2008 (32/64-bit
above / Fedora Editions)

1 Red Hat Enterprise Linux 4.4 and Windows 2008 R2
above (64-bit) 1 Windows 7

1 AIX 4.3 and above (IBM RS/600)
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3. Overview

This chapter describes the R-1 Deployment Platform; its features, architecture, and best
practices.

In this chapter:

General Concepts

Functional Description

Architecture

Synchronization Features

Replication Features

Distribution Features

Distribution Process

Distribution and Replication Examples

=4 =4 =4 -8 -8 -4_-9_-9

General Concepts

Mission

The R-1 Deployment Platform (R-1) is a cost effective, feature-rich web content and application
deployment automation platform trusted by leading Global 2000 companies. Hundreds of
enterprises and government organizations put R-1 through the paces to meet their mission-critical
deployment needs. Ensuring that local and distributed servers, as well as complete datacenters,
are synchronized with the most up-to-date content and code, R-1 is the single source solution for
organizations of any size.

Server administrators trust R-1 with all the critical technical details to automate website

publishing: Files, web content, IIS settings, .NET assemblies, and COM+ components can roll out

to one, dozens, or hundreds of physical or virtual servers. Updates occur behind the scenes, with

no service interruptions, down-t i me, or i mpact on end usersd browsing
enterprises enjoy significant efficiencies, as R-1 can scale to handle infinitely large content

repositories without compromising performance or stability. R-1 6 s ¢ atforsn Suppoift, open

architecture, and extensive configuration capabilities allow for seamless integration into existing

content-based file workflows and content lifecycles.

R-1 differs from conventional one-to-many solutions by taking the responsibility for resource
intensive tasks related to critical distribution. R-1 Business Intelligence dictates policies based on
content-value, transport-cost metrics and network resources, as well as other configurable
transactions and business solutions.

R-1 facilitates a totally unattended, background distribution process. Automation is rooted in a
ma st e randfif foirrgeet 0 schedul er t hat andlgyeasmpdlicyddinitons.r i ty, ti

The R-1 Deployment Platform accelerates business and drives revenue by guaranteeing
production content and applications are available when and where they should be.
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Concept

R-1 enables Server Administrators to automate the publishing of the complete websites, including
files, web content, IIS settings, .NET assemblies and COM+ components to one, dozens or
hundreds of physical or virtual servers. Updates occur behind the scenes, with no service
interruptions, down-time or impact on end users browsing experiences, with complete rollback
capabilities and transactional updates support, overcoming content inconsistency over lengthy
replication processes.

Features

R-1 offers robust features to support rollbacks, automation, security, and other must-have
processes:

1 Web and Application Deployment i R-1 provides automated distributions of IIS 6
Metabase, IIS 7 Configuration, IIS 7.5, .NET Assemblies, and COM+ Applications.

1 Process Continuity T Ensuring business continuity, R-1 provides rollback and
failover capabilities aimed to provide organizations with peace of mind should
problems arise.

1 Flexible Scheduling and Configuration T Real time replication, deploy now and
publish later, R-1 6 s f | e x i b | nel cosfiguraticsh provides gomplete control
over the deployment process.

1 Security T R-1is a completely secured distribution solution, providing encryption and
SSL based communication between remote servers.

SDK i R-1 provides a complete SDK including API and CLI

Web Ul'i A Web based interface enables non-privileged users with restricted
publishing rights and access.

I Transport Engines i R-1 provides multiple transport engines allowing the use of the
best transfer method for each network topology and characteristics.

1 Reporting and Auditing i Meet regulatory and management requirements with R-
16s extensive reporting and auditing capabiliti

i ContentliIntegrityi R-16s Transactional Updates overcomes ¢
over lengthy replication processes.
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Functional Description

R-16s | ogical structure may btereépyrpnhidcai ned by t he foll o\

1. The basic logical layer is the Synchronization layer, in which R-1 determines the
minimum amount of data that needs to be transferred. By employing a synchronization-
|l ogic power ed by GOemparhtive/bedapshat teahmology Leegine, the
synchronization time no longer depends on the total volume of data to be replicated, but
is solely a function of the volume of changes.

2. The second layer is the Replication layer. Here R-1 performs accelerated, one-to-one,
data replication by using parallel data streams and maximizing network throughput. It
uses a tightly integrated transfer technology layer, providing integrity, recovery, reliability,
bandwidth control, and differential transfer.

3. The top layer is the Distribution layer. One-to-many data distribution is performed,
employing distribution policies based on the available network infrastructure. Here R-1
uses distribution-l ogi ¢ i nfrastructure poGoepamite by Repl i Webd.
Snapshot engine. R-1 minimizes the distribution time by resolving the minimum amount
of data that need to be transferred to each of the distribution targets.

Distribution is performed using three components:

o Console - Used to define and monitor distribution tasks between Centers and
Edges.

o Center - The initiator of the distribution process.

o Edge - Systems that respond to Center distribution and replication requests.
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Architecture

R-16s flexible architecture allows the user t
network configuration while supporting cross-platform synchronization (Windows to UNIX or vice
versa).

1 AnR-1 job replicates between two computers: a Center computer containing at least the
R-1 Centercomponent and an Edge computer containing at least an R-1 Edge
component.

1 Numerous systems may be involved in a single distribution job. In such a setup, one
Center computer distributes data to multiple Edge computers.

Each component is independent of the others, meaning that a given system can be a Center,
Edge, or Console. The components that should be installed on a given system depend on the role
that the system will fill in the replication and distribution topology. Also, any given system can be
of a different platform (Windows or UNIX), regardless of the role it plays or the R-1 components
that are installed on it.

Replicated Content Types

R-1 provides a complete solution for organizations deploying web sites and applications to
multiple remote servers. It serves as a great deployment platform for organization engaged in
large scale migrations from COM+ to .NET, in that R-1 offers unified deployment capabilities of
both applications platforms.

Content (Files)

R-1 scales to distribute multiple files located in the source directory to the target directories. Using
its Large File Accelerator (LFA), R-1 expedites the delivery of large-file assets in addition to
providing multiple TCP/IP sessions, compression, bandwidth control, integrity checks, and

mor eé

IIS Configuration Settings

Manual updates of IS 6 Metabase, IIS 7 Configuration, or IIS 7.5 can be inefficient, error prone
and offer no reporting. R-1 replicates IS (depending on the IS version), providing guaranteed
delivery, strict security policies and full reporting of when updates are performed. 1IS configuration
settings updates in IS 6, 7, or 7.5 can become an integral part of the content lifecycle.

.Net Assemblies

R-1 provides automated distributions of .NET Private and Global Assemblies for full automation of
Windows-based Applications deployment to localized and remote servers farms.

COM+ Applications

For Organizations running applications built on legacy COM+, R-1 replicates COM+ components
in the same automated manor in which .NET Assemblies are deployed.

MSI Files

R-1 enables deploying MSi files, as well as replicating any files or parameters required by the
installation files. Deployment options include upgrading the target installation or removing it
altogether.
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Terminology

The Center is the initiator of any distribution or replication job. Thus, any reference to the direction
of data transfer is, by convention, relative to the Center.

An Upload job is a job in which data is being uploaded from the Center to the Edge(s).
A Download job is a job in which data is being downloaded from the Edge to the Center.

Distribution is always an Upload job. In the distribution process, the data transfer is from the
Center to one or many Edges (a one-to-many operation).

The Replication process, always takes place between two systems only i a Center and an Edge
(one-to-one operation), involving either the uploading or downloading of data.

Center

The Center is the initiator of any R-1 distribution job and must therefore be installed on any
system that will initiate a distribution. Once a job is submitted to the Center through the R-1
Console (through the Console GUI or the Console CLI), the background services on the Center
take over. Whether the job is set to run immediately or on a predefined schedule, the Center will
ensure that the jobs are initiated without any further user interaction.

The Center operates transparently as background processes regardless of the operating system
it is installed on. This ensures that a distribution job can be successfully completed whether a
user is actively logged on to the system or not.

NOTE: On UNIX systems the Center runs as background processes, while on Windows systems,
it runs as services.

Edge

The Edge component must be installed on any system that responds to distribution and
replication requests initiated by a Center. It is a passive element that runs as a background
process, and is awakened by a distribution request originating from a Center. It then allows R-1 to
perform the distribution, again, regardless of whether a user is actively logged on or not.

In a distribution process, more than one Edge may take part as the receiver of the distributed
data. In a replication process, only one Edge will be involved, either as the receiver or the sender
of the data.

NOTE: On UNIX systems the Edge runs as background processes, while on Windows systems,
it runs as services.

Console

The Console is the main means for an end-user to interact with R-1. Whether you are using the

R-1 Console command-line interface (CLI),the R-1 Consol eés graphical user i nte
theR-1 Web UI, the Console is a fiwindowd to the Center.

The Console connects the user to any system with the Center component installed and allows the
user to perform all forms of administrative tasks with respect to replication jobs defined on the
Center. This provides an ease-of-management layer in the enterprise environment.

The Console does not need to be installed on the system with the Center component installed. It
can be installed on any system that can form a TCP/IP session with the Center (i.e. via LAN,
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WAN, VPN or a dial-up connection). This means that there can be multiple Consoles
simultaneously administering R-1 jobs on a given Center.

1 If the Console is installed on a Windows system, both the R-1 Console CLI and the R-1
Console GUI can be used to administer jobs.
1 If the Console is installed on a UNIX system, only the R-1 Console CLI can be used.

Jobs can be administered using a combination of the two operating systems. This is illustrated by
the following scenario:

The R-1 Center component is installed on a UNIX system at the office. A Console has been

installed both at the office, and on the Network Admi
the administrator to monitor jobs from both the home and the office. At the office, the Console is

on a UNIX machine (the same machine as the Center), meaning that only the CLI can be used.

However, once at home, the administrator can do all R-1 job administrating through either the CLI

or the GUI.

A Console always displays information relayed from the Center it is connected to and the Edge
involved in the replication process.

NOTE: R-1 job administration is completely independent of the systems involved in the
distribution. For example, although a job may be initiated to mirror a directory between UNIX
System (A) and UNIX System (B), all administrative actions pertaining to the job can be fulfilled
through either a UNIX system, or a Windows system. The only requirement is that the R-1
Console component be installed on the system in question.

Web Ul

The RepliWeb R-1 Web Ul is a web based user interface that enables users to monitor, and
administer RepliWeb R-1 distribution jobs. For more information, see the R-1 Web Ul Guide.

The user interface runs as CGI scripts that are compatible with any web servers that support CGI
execution. For more information, see the Web Ul Setup and Customization Guide.

NEW: R-1 Web Console can connect to multiple R-1 Centers using a tabbed user interface.




R-1 User Guide Overview

Synchronization Features

R-16s basic | ogSyrclrdnizhtianylayer, used to deterenine the minimum amount of
data to transfer. Synchronization time no longer depends on the total volume of data to be
replicated, but is solely a function of the volume of changes. R-1 can transfer unlimited amount of
files.

Synchronization Logic

R-16s defaul t 4oginistdiMiroon a target directory with a source directory. Some
situations, however, are better suited for other synchronization-logic. These include Purge logic
and Backup logic. The nuances of each are explained in detail, later in this guide.

Scalability

R-1 handles infinitely | arge content repositories wit!l
Comparative Snapshot is used to shift the synchronization burden from the network to the

servers. Comparative Snapshot guarantees that only the minimum volume of data necessary to

perform the synchronization will be transferred, without burdening the networks with nonessential

protocol traffic.

Security
R-1 is a secured distribution solution, which overcomes the traditional problems associated with
contentdeployment. R-16s security mechani sms al-basedVPNSi ng | ntern

and WANSs as an efficient distribution channel, without the concerns of data loss, pilferage or
malicious impersonation. R-1 uses end-to-end SSL to seamlessly integrate with other systems.

R-1 allows authenticated and encrypted data transfer of valuable digital assets between hosts. All
access is denied by default, unless specifically authorized and is granular to the file level. Trusted
IP addresses, subnets, users and schedules are supported, as well as the total anonymity of
user/password/directory information from one host to another, thus allowing for secure transport
between untrusted networks. This authentication proxy mechanism adds a layer of autonomy to
B2B content distribution, enabling hosts that do not trust each other to synchronize massive
content stores without having to divulge anything beyond the machine name or IP address, virtual
user and virtual password.

Multiple Transport Engines

To achieve the required level of reliability and security, R-1 employs a robust transport layer
allowing the use of the best transfer method for each network topology and characteristics.

 LAN Transport i Employs the most out of a LAN connection, geared for speed and
maximal throughput.

1  WAN Transport - Maximizes the WAN connection, providing multiple TCP/IP sessions,
compression,bandwi dt h control, integrity checks, and mo

 LFA Transport - Expedite the delivery of large-file assets in addition to providing multiple
TCP/ 1 P sessions, compression, bandwidth control,

The data transfer process provides configurable options including compression, differential
transfer, file integrity, overwrite after completion, security and recovery.

10
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Replication Features

Web and Application Deployment

R-1 provides a complete solution for organizations deploying web sites and applications to
multiple remote servers:

1 IS Configuration (IS 6 Metabase, IIS 7 Configuration, IIS 7.5)
1 .NET Private and Global Assemblies
1 COM+ Application

Content Integrity

R-16s Transactional Updates overcomes content
processes. It enables performing publishing on all servers at a future set date and time after
content has been completely deployed.

The deployment process provides complete business integrity, starting from data integrity on the
file level, up to distribution to multiple centers, enabling a scheduled deployment and rollback
capabilities. In the event of an error during the publishing process, all servers can be rolled-back
to their original content.

Data Transfer

Multiple Data Streams

R-1 can perform the data transfer using multiple data streams. In the vast majority of replication
environments, the use of concurrent streams will significantly reduce the replication time. This is
especially true for replications performed over an Internet-based Virtual Private Network (VPN)
where the limiting data transfer rate is much lower than the theoretical maximum.

When replicating over VPN or a high-speed LAN, transfer performance can be boosted when
performing simultaneous parallel transfers of partial file lists. In a high-speed LAN environment,
using data streams will result in maximizing the network throughput. When used on VPN
environments (over the Internet), performance is maximized to nearly the network limit defined by
your VPN connection.

Bandwidth Limit

Network activity that includes massive data-transfer operations can result in poor response time
for interactive network users and network applications. To avoid this bottleneck in network
performance, utilize the Bandwidth limit feature.

Bandwidth limit enables specification of the maximum line bandwidth that a particular operation
can use. Each job can have its individual bandwidth priority that is set by the network
administrator.

For more information on Bandwidth Support jobs, refer to Appendix B.

Differential Transfer

R-1 allows the transferring of only the differences between two files residing on the source and
target. Both files are compared and only those blocks of data that are different are subsequently
transferred. Thus, network load, transfer time, and network data exposure are reduced to the
minimum required to synchronize the two files.

11
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When this feature is enabled, the user must specify a minimum file size.
There is no advantage at all in using the Differential Transfer option with files smaller than 64K.

Large Files Replication

R-16s Large File Accel er at or stifelddiivery of tamgeafite agsaistint engi ne e
addition to providing multiple TCP/IP sessions, compression, bandwidth control, integrity checks,
andmor e é

The LFA transport engine is geared for speed and maximal throughput. Supporting concurrent
sessions (by breaking files into multiple sessions) and parallel transfer of partial file lists (by
joining smaller files into parallel groups and sessions) it employs the most out of the network
capabilities.

Flexibility
R-1 is ideal for heterogeneous network environments running UNIX, Windows or a combination of

both. Businesses utilizing distributed development, application, production and web servers gain
maximum flexibility with the R-1 modular architecture.

R-1 enables concurrent fApush and pull 06 operations t hat
business processes. R-1 uses simultaneous data streams to maximize network throughput,
overcoming the inherent latencies in TCP networks.

Scheduling

R-1 facilitates a totally unattended, background distribution process. Automation is rooted in a
master fire-and-forget scheduler that supports priority, time, event and logic as policy definitions.

Continuous Updates

R-1 6CGontinuous Update event-driven replication, significantly improves performance in
projects requiring immediate data consolidation. The RepliWeb Event Driven Agent (REDA) is an
event driven process - not a device driver - that detects, collects, and filters the events in the
source data that are relevant to each of the distribution targets, subsequently directing how R-1
responds to the events.

Through the implementation of REDA over a scheduled distribution solution,R-1 6 s Conti nuous
Update overcomes the pitfalls of standard real-time replication solutions by regularly performing a

full analysis and repair of the target system(s) involved at fixed intervals. The REDA framework

allows it to be aware of the number of events generated, ensuring that a flood of events does not

overload the system - If such a scenario does present itself, the REDA forces a full

synchronization ensuring that a system is always up to date.

For more information on Continuous Update jobs, refer to Appendix H.

Recovery

Even the most advanced enterprise solution becomes a management problem if it lacks the
power to solve problems independently. R-1 has the ability to identify difficulties and make
recovery decisions based on network events, as well as from other external sources.

Repliweb Watchdog, for example, provides around-the-clock monitoring of the Active, Archive,
Submit and Sched_API servers and instantaneously resumes any failed ones.

12
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R-1 operates on a dAfire and forgetodo mind-lwikdo. Once a |
everything it can to ensure its successful completion.R-1 6 s recovery procedures are
configurable and will recover from any type of network failure or system crash. Whether itis a

net wor ko ufttoi,mesystem crash, reboot, or simply |l oosened
systems are back up and running, R-1 will recover and resume all of the interrupted replications.

Every distribution job on a Center runs completely independently of the others, and every stage of
a job is independent. If the job failed during a file transfer, the transfer will resume from the exact
point of failure within that file, only resending the last block transferred. If, during the down time,
the target file was modified at all, R-1 will resume the transfer from the last point of match within
the two files. (This is a situation that occurs all too frequently with Operating Systems that employ
write-caches).

R-1 makes it possible to control every aspect of the recovery process, ranging from the number of
retries to the time between recovery attempts, to configuring early notification regarding
unexpected err o rtisne ghartoiexhaustingalbrécsvery afteampts.

Rollback

Rollback functionality provides a means of effectively undoing the effects of multiple replications

and distributions on a target systemtoauser-s peci fi-mti mpdéi nTheucthaenef it of
system over a simple 6archivingd of specific files i:¢
(e.g. 8 hours ago) and systematically undo the effects of all scheduled or event-driven changes

that were replicated. The use of relative time as opposed to absolute time (i.e. DD/MM/YY

HH:MM) eliminates the need to account for target systems across different time zones, thereby

reducing the complexity of a rollback for the system administrator.

Rollback functionality is employed throughthe 6r ecor di ngdé of all replication r
target system, followed by potentially o6rolling back:@
phase occurs prior to any propagation of changes to a target system and includes the recording

of creation, deletion and modification to files and directories (including ownership and permission

changes). Recording can be defined to take place locally on each target system, or on a network-

wide file server defined through a UNC share-point (e.g. \\nasstorage\R1_recording) i effectively

providing unattended and efficient tape-less backup and restoration. System administrators also

custom define the recording history to a time relative to the present, for example, specifying that a

distribution should be able to rollback to a state 24 hours in the past. R-1 will then only keep the

changes that occurred in the last 24 hours, and automatically purge recorded changes that have

expired.

13
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Distribution Features

Tiered Architecture

R-1 6nsulti-tiered architecture allows complete freedom and customization particularly for
complex implementations. An R-1 deployment platform is comprised of the following components:
Edge, Center, Management Console and an optional API Layer.

The distribution process running on the Center may distribute to as many Edges as desired. (The
number of Edges is only limited by the R-1 license). The Edge is a passive component that is
inactive until called by an authenticated Center. All components are detached from each other
and platform agnostic.

One Console connects to multiple Centers allowing for ease of management in the enterprise.
A fourth tier may be added for greater flexibility in managing multiple systems simultaneously.
The API layer may be used to seamlessly integrate R-1 functionality into external enterprise

applications, such as third party web and management systems.

Business Intelligence

R-1 can make scheduling and transport decisions based on external events.

External triggers like complex scheduling option, on-demand submission and dependency on

trigger files allow for smooth integration of

life cycle and flow.
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Distribution Process

A distribution process consists of the following steps:

Pre-Distribution Processing

This stage performs the pre-distribution processing stages designated by the user on the Center
and/or on the Edge(s). R-1 can execute scripts and programs both locally and remotely to give
the network administrator the opportunity to prepare the source and target systems prior to the
distribution.

The pre-distribution process may also include a download/collection/consolidation operation,
providing a unified process of downloading data from one location and distributing it over the
network.

Planning

The planning stage is where R-1 differentiates itself from other distribution and replication
technologies. Snapshots of the source and target directories are taken, listing file sizes,
modification times and dates, security permissions, and shares (where applicable). The remote
shapshot is then transferred to the Center where it is analyzed locally looking for differences
between the source directory tree and target directory tree. The analysis results in a Comparative
Snapshot that lists the absolute minimum that must be transferred to perform the requested
synchronization. The Comparative Snapshot is a matrix of files and Edges, listing exactly which
files need to be transferred to which Edges in whole, which files need only security permissions
updated, and so forth.

Compare this method to the alternative: Look at the first file in the directory, send a request to all
Edges to see if the file exists. If it does, reply to the request asking whether the file should be
overwritten, or ignored, if it doesndét, then
directory tree for every Edge involved in the distribution process. Not only is this method highly
inefficient, it also drastically increases network packet traffic. Comparative Snapshot leads to
faster synchronization times, lower bandwidth usage fees, and reduced network stress.

Transfer

The transfer stage uses the Comparative Snapshot generated in the planning stage to
synchronize the systems. Depending on the content and topology, R-1 can use one of the internal
transfer methods to transfer the data, optimized for WAN environments, for LAN environments
and for very large files. This can lead to greatly reduced transfer times over conventional file
transfer protocols.

Transactional Updates

The deployment process provides complete business integrity, starting from data integrity on the
file level, up to distribution to multiple centers, enabling a scheduled deployment and rollback
capabilities. In the event of an error during the publishing process, all servers can be rolled-back
to their original content.

Post-Distribution Processing

Like in the pre-distribution process, in this stage R-1 performs operations designated by the user
on the Center and/or on the Edge(s), following the distribution process. R-1 can execute scripts
and programs both locally and remotely to give the network administrator the opportunity to
complete the process by performing various tasks on the systems that took part in the distribution
process.

15
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Cleanup

Any remaining job-specific temporary files generated by R-1 during job execution are removed
from the local and remote systems. After Clean Up completes, R-1 executes any On Exit
commands requested. These can include notification via email as to the status of the completed

job or any other customized procedure on the Center or Edge(s).

NOTE: The Distribution process is somewhat different when running Continuous Update Jobs.
Please refer to Appendix H for more information.

16
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Distribution and Replication Examples

Todemonstrate R-16s fl exi bility, a few common scenarios are
R-liscross-pl at form in nature, only the ficomponentso are mw
topologies mentioned, whether acting as a Console, Center or Edge can be a Windows or UNIX

system. This is independent of the other systems involved in the synchronization process.

1. Basic Replication Job

Upload

|

Download Edge
Management

Console R-1 Center

The figure above illustrates a basic R-1 replicating architecture.

The Console and the Center are installed on the same machine. Since the system will initiate the
replication, it must have the Center component installed on it. Also, since the jobs will all be
submitted and monitored from this system, it must have the Console component installed on it.

The Edge component is installed on a different machine in a different site.

2. Basic Distribution Job

("/’ ) 4
A_ 3 o

Management
Console R-1 Center

This example demonstrates a distribution topology.

The Console and Center are installed
[

the companyo:
adailybasisfr om the companyébés site to al ut

i n
its servers aro

All distribution jobs in this topology are Uploads jobs. Data is being transferred from the Center to
the Edges. No data is being downloaded from any of the Edges to the Center.

17
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3. Replication and Distribution Topology

Pre-Distribution
Download

‘ Management
)

N Console

-1 Center

Eége

Edge

Edges

In this example, hybrid architecture is deployed. A web-site development company updates its
web site on a daily basis.

The development team works on a separate site, updating a pre-production machine. The Center

initializes a replication job, to mirror this machine to a centralized site. Then it initializes a

distribution job, uploading the data to web servers around the world. The network connection to
the servers varies between LAN and satellite connections.

In addition, data is being uploaded to and downloaded from other servers of the company, using
one-to-one replication processes.

In this scheme, there is more than one Console. The jobs are defined in one place and monitored

in a different place, employing the strength and flexibility of the R-1 architecture.

18
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4. Getting Started

This chapter explains the steps required to connect to the Center using R-1 Console, and
describes the layout and functionality of the Console window.

In this chapter:

A Connection via R-1 Console GUI
A Understanding R-1 Console
A Job List Window
Menus
Toolbars
Console Panes
A Browse By Pane
A Search Pane
A Reports Pane
The Job Progress and Center Status Bars
Customizing the Quick Access Toolbar
A Assigning Keyboard Shortcuts
View Preferences Dialog
Using Templates
Using Containers
Managed Center Configurations
Configuring the Center as a Managed Center
Viewing the Managed Center Reports
Modifying the Managed Center Settings
Detaching the Managed Center from the Organizer

> > > >

p>N

>

> > > >

> > > >
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Connection via R-1 Console GUI

NOTE: The reason one connects to a Center in the first place is to have the ability to submit,
modify, or monitor jobs. For security purposes, authentication for the respective Center must take
place. This means first supplying either the IP address or DNS name of the Center in question,
and a real (domain or local) account and password for that computer.

3 Connect R-1 Center B ] 54 |
Center: Ipraductian_srv j Opkions == |
User: I james
Passwiord: I TTTIITILL
Damain: I comp_domain

Canneck I Cancel Help |

Figure 1: Center Log On

The first step in creating a distribution job is opening the R-1 Console and connecting to a
machine with the Center component installed on it. This will allow the user to view, submit, and
administer any jobs associated with the Center in question.

To connect to a Center via Console:

1. Inthe Center drop-down list, specify the host name or IP address of the Center to be
accessed by Console.

R-1 saves, according to user settings, the connection credentials of each of the Centers
the Console is connecting to, so the Center can be selected from the list if the user
already connected to it.

2. Inthe User field, specify the user name that all jobs on the Center will use to perform the
synchronization.

3. Specify the Password for the account you specified in the User field.
4. Specify the Domain if the user is part of a domain. If it is not, leave this field blank.

5. Once you have filled in all the necessary fields, click Connect. Connect connects to the
Center specified.

Connection credentials are saved according to the settings specified by the user. The
user can elect to al way scregehtilsiothelistG@mmt er 6 s connect
successful connection to the Center.

Any operation that takes place on a system (Windows or UNIX) must have the user
context it is operating under. When a user is logged in to the system, the user context is
that user. However, when a background process (such as an R-1 job) performs
operations, it must take on a user context. The account supplied to the Center is the
account under which R-1 performs all tasks on the Center machine. If it were to write files

20
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to a certain directory on the Center, it would need standard NT security privileges to write
to the given directory. This also means that any pre/post commands on the Center run
under the above userdés security context.

NOTE: When connecting to a Center as a specific user, one will only see jobs that were
submitted by that user. User Bob will only see jobs that were submitted when connected
to the given Center as user Bob.

The user name entered in the User field is case-sensitive when connecting to a UNIX
Center, so user Bob will not see any jobs submitted by user bob and vice versa.
Password field is case sensitive for both Windows and UNIX Centers.

This window allows saving the list of Centers the user connects to from the Console. The
list is saved locally and is user specific. Connection credentials can include the password

with/without confirmation if the user selects to do so. The password is saved in an
encrypted format.

Additional options are available in this window:

i

Center: Iproduction_srv j ophions =< |
User: Ijames
Password: I TTITITI
Damain: I comp_domain
opkions
Save | Remote | Set Defaulk |
Setkings... |
[T usessL
[ Use Alkernate Port: IF {Default is: 2837)

Ceomert | cancel | b |

Figure 2: Connection Window Options

6. For additional connection options, such as saving or removing connection settings, click

the Options button.

a. Click Save to save the connection credentials specified.

This saves the credentials regardless of their validity. The password is always
saved encrypted!

b. Click Remove to remove the connection credentials from the list.

c. Click Set Default to use the current connection credentials as the default when
R-1 Console is opened in the future.

21
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d.

To determine if to save connection credentials with/without the password or if a
saving confirmation is required, click Settings.

This window also allows specifying that the connection credentials will be
automatically saved upon successful connection to the Center.

Select Use SSL if you want R-1 to connect to this Center using SSL security
protocol. For a detailed explanation about R-1 security, see the R-1 SSL Guide.

To change the port used for Console-Center communication, select Use
Alternate Port and specify the new port number to use. Ports being used for the
jobs themselves may be changed in the Job Properties/Advanced tab.

NOTE: | f the Center is set to use an al
automatically use the same port during the replication. This, however, is not
refl ect ed JomPropénties/A@Mdrcdi sab though.

Please refer to Appendix D i_Center Administration for complete information on
how to set up port usage.

22
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Understanding R-1 Console

In this section:

Job List Window
Menus

Toolbars
Console Panes

> > > >

This chapter outlines the Console GUI elements: views, detail windows, menus and toolbars.
These functions assist in monitoring Distribution and Replication processes initiated by the
Console GUI, CLI or R-1 API.

In order to initiate a job, its properties must be defined. The properties control every aspect of the

job including the data to be replicated, bandwidth consumption, scheduling, and Center/Edge pre

and post-distribution command processing. All job configurations can be performed using R-1 6 s

Graphical User Interface (GUI) called the Console GUI. The Console GUI is only available if R-

16s Console component was installed on a Windows syst
detail in this chapter.

Some distribution options are platform dependent. Since R-1 Console can connect to either a
UNIX or Windows Center, platform-specific properties are clearly outlined.

NOTE: Users who are not familiar with R-1 features and components are advised to experiment
with previously backed up files and directory structures only.

By default, R-1 Console opens in Ribbon mode.

Ribbon

1 To change to Menu mode, select the View ribbon and then click the "= button.

1 To return to Ribbon mode, select the View menu, and then select Ricbon Look jn the
menu that appears

Figure 3 - The R-1 Console

NOTE: This document covers all R-1 features. Some R-1 features are optional and are available
based on purchased licensing.

23































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































