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ROSS Installation Guide

1. Introduction

Installation and Setup Guide for ROSS provides information about and instructions on how to
install the ROSS technical operating environment (system platform).

ROSS - RepliWeb Operations Suite for SharePoint® offers a solution for the replication of
content and code for SharePoint® servers, replicating between WSS 3.0 and MOSS 2007
servers, or SPS 2010 and SPF 2010 servers. It offers a rich portfolio of features for
comprehensive geo-replication and synchronization of differently configured MOSS/WSS
environments

ROSS is designed for critical enterprise deployment processes including comprehensive

scheduling, recovery and transactional deployment capabilities, efficient transfer engines, and
more.

NOTE: Installing, upgrading or removing ROSS does not require a reboot.
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For a complete explanation of the ROSS system, see the ROSS User Guide.
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Licensing

Each server that is a part of the distribution process (Center or Edge) requires a unique license.
The license enables the operation of both the Center and the Edge components. The installation
process installs a temporary 15 day license. The permanent license is delivered in the form of a
text file to be copied into a license directory in the installation. A server that needs only the
Console functionality does not require a license.

NOTE: Some ROSS features are optional and are available based on purchased licensing.

ROSS Security

ROSS operates as a high level application. It does not run in Kernel mode. All replication and
distribution processes run in user mode, requiring user and password authentication from the
system and thus their access is restricted to what that user can access. ROSS does not add
accounts to the system and does not require privileges that bypass system security in any way.

In addition, ROSS enables the authenticated and encrypted data transfer of valuable digital
assets between hosts. All access can be denied by default, unless specifically permitted. Trusted
IP addresses, subnets, users and schedules are supported, as well as the total anonymity of
user/password/directory information from one host to another, thus allowing for secure transport
between untrusted networks. This authentication proxy mechanism adds a layer of autonomy,
enabling hosts that do not trust each other to synchronize massive content stores without having
to divulge anything beyond the machine name or IP address, virtual user and virtual password.

User Authorization

ROSS should be installed by a user with Administrator privileges. This is required in order to
define the ROSS services.

Installation Location

ROSS is a non-intrusive, high-level application - installation on production servers does not
require reboot or taking any application or user off-line.

All application files are installed under the installation target directory.
Default installation directory is ~: \Program Files\Repliweb\

ROSS is not sensitive to the installation location, and default values can be changed to suit the
corporate convention.

The Center and Edge must be installed on each of the SharePoint servers taking part in the
replication process.
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2. Installation Prerequisites

This chapter lists all the prerequisites for installing the system.
First, check that all necessary equipment and other materials are at hand.

ross_x86.exe

Installation package ross x64.exe

Disk space 500 MB
Logged in user Administrator privileges required
RAM No Requirements

The Center and Edge must be installed on each of the SharePoint servers taking part in the
replication process.

SharePoint

In order for ROSS to replicate SharePoint elements, the following need to be installed:
= MOSS SP1
=  Microsoft hotfix KB941422

Network Connections

ROSS does not use UDP or TCP dynamic ports. ROSS components only use pure TCP/IP to
communicate. As such, it uses only the following (standard) ports:

2837 — For Center €= Console communication

NOTE: If the Console and Center are on the same machine, the session is established
internally and no changes need to be made to the firewall configuration.

= On the Center — If the Center is behind a firewall, registered TCP port 2837 must be
allowed to accept an inbound session from the Console.

= On the Console — If the Console is behind a firewall, registered TCP port 2837 must be
allowed to establish an outbound session to the Center.
2837 — For Center €-> Edge / Center €-> Center communication

NOTE: If the Center and Edge are on the same machine, the session is established internally
and no changes need to be made to the firewall configuration.

= On the Center — Registered TCP port 2837 must be allowed to establish an outbound
session to the Edge.



http://support.microsoft.com/kb/941422
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= On the Edge — Registered TCP port 2837 must be allowed to accept an inbound session
from the Center.

Port numbers and service names can be overridden by an administrator if they conflict with the

corporate standard. Using the Console GUI, port configuration can be defined for Console
communication and for the transfer engine used.

This enables a Console to connect to a separate RepliWeb topology running on differing ports
and to enable transfers in a B2B environment on differing ports.

= Console - Center — To change Console communication port, in the Connection screen,
click Options. Check Use Alternate Port and specify the Port to use.

= Center - Edge (Internal Communication and Transfer) — To change internal

communication and transfer ports, in the Job Properties / Advanced Tab check the Use
Alternate Port and specify the Ports to use.

The connection request can be configured on any port but the server side must be pre-defined
within the services file:

To change the ports, under c: \WINNT\system32\drivers\etc edit a file called
services.

Change the port numbers in the following line (or add the lines if they do not exist):

repliweb$scheduler 8909/tcp # used by RepliWeb
repliweb$cm 2837/tcp # used by RepliWeb - for Internal, LAN and
LFA

E-Mail Configuration

If you plan to use e-mail exit notification, you should have the SMTP Host Name ready.
Communication with the SMTP server is performed over port 25.

Email configuration can be set during the Installation phase or at a later stage using the Center /
Manage option.

ROSS and other Repliweb Products

ROSS can be installed next to Repliweb Deployment - R-1 and Repliweb Managed File Transfer
- RMFT.

All products can be up and running at the same time.
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3. Installation

This chapter outlines the items that are installed when the system software is set up for ROSS.
This chapter covers the following topics:

=  Checking prerequisites
= Setting up the operating environment

= Firewall considerations

Verifying Prerequisites

Make sure that the following conditions are met:
1. Logged-on user with Administrator privileges.
2. Installation package exists.

3. SharePoint is installed on each machine that is operating as a Center or an Edge.

Firewalls Considerations

If you have a firewall between the Center and a Console, configure the registered TCP port
(2837) to accept an inbound session from the Console to the Center.

The file transfer itself (Center €-> Edge / Center <> Center) is performed over registered TCP
port 2837. Since the Center initiates every communication, only an outbound session from the
Center to the Edge on port 2837 must be opened. This remains true regardless of the direction of
the data flow, i.e. a download job pulling files from an Edge to a Center is still a single outbound
TCP session from the Center to the Edge.

The exact procedure for opening this port is firewall-dependant and should be included in your
firewall documentation.

In a more complex topology, simply ensure that the respective ports are opened for Center <>
Edge and Center €<-> Console communications.

If you plan to use e-mail exit notification, you need to make sure that the Center you are installing
can communicate with this SMTP server over port 25. If you provide the server name, your
Center should be able to resolve it through its hosts file or DNS.
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Installation Wizard

The ROSS Installation wizard performs a standard installation of ROSS on Windows.
To install using the installation wizard:

1. Activate Windows Explorer and navigate to the path in which the installation package
resides.

2. Double click the installation file ross x86.exe Or ross x64.exe.
The RepliWeb Installer Self Extractor window appears:

&) Repliweb Installer Self Extractor,

n R Extracting ross.mai

lIWeb

Q Destination folder

Installation progress

( ]

Re

Once ROSS extraction is complete, the ROSS installation wizard appears:

s RepliWeb Operations Suite for SharePoint 2.6.1117 Setup

S
=
= Welcome to the ROSS v2.6.1
o Setup Wizard
=
4]
(") The Setup Wizard will install ROSS on wour computer. Click
— Mext to continue or Cancel to exit the Setup Wizard.,
=2
@ <0 &
b= = g
5 Lr
w ]
o > <
= . |a
= _ 4 =
—
© &
— . ]
(o b] =R
= -
o
o Mext = [ Cancel

3. Click the Next button.

The End User License Agreement window appears:
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Installation

& RepliWeb Operations Suite for SharePoint 2.6.1117 Setup

End User License Agreement

Flease read the following license agreement carefully.

End User License Agreement

PLEASE READ THE TERMS AND CONDITIONS OF THIS END
USER LICENSE AGREEMENT ("EULA") CAREFULLY BEFORE
DOWNLOADING OR  INSTALLING THIS COMPUTER
SOFTWARE KNOWHN A3 REPLIWEB OPERATIONS SUITE

(®)1 accept the terms in the License Agreement

()1 do nat accept the berms in the License Agresment

FOR SHAREPOINT “ROSS" (“PROGRAM™), AND
INDICATE YTOUR  ACCEPTANCE BY  CHOOZING
“DOWNLOAD™ OR “I ACCEPT” THE PROGRAM I3

(X

[ < Back

H Mext = ] [ Cancel

]

4. After reading the license agreement, select the | accept the terms in the License

Agreement option, and click the Next button.

The Custom Setup window appears:

select which components to install:

In the Custom Setup window, you can change the default installation directory and

Custom Setup

Seleck the way you want features to be installed.

=3 - | ROSS Center
(=l ~ | ROS5 Edge

Install to: C:iProgram FilesiRepliviebh

Select this option ta install all ROSS
components.

Browse

[ Disk Usage ] [ < Back

“ Mext > ] [ Cancel

]

If required, change the default installation directory and select which ROSS components

to install.

The default installation directory is ~: \Program Files\Repliweb\. To change the

installation directory, click the Browse button.

By default, ROSS installs its three (3) components: Console, Center and Edge.

Click the Next button. The IIS Configuration window appears.

NOTE: This window is displayed only if IIS 6.0 or above is detected and if installing (at

least) a Console.
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To use the ROSS Web UlI, configure an IIS web site. This can be done in this window or
configured using IS at a later stage.

To modify, change, or configure IIS at a later stage, refer to Appendix J
Setting up ROSS Web Ul in the ROSS User Guide.

a. If creating a web site, select if to create a Virtual Directory in an existing Web Site, or
a new Web Site, as follows:

1 Virtual Directory — Select an existing Web Site and enter a name for the
new Virtual Directory. Default name is ROSS-WebUI.

1 Web Site — If selecting to create a new Web Site, enter the following fields:

= Description (Name) — Enter the name of the Web Site. Default
name is ROSS-WebUI.

= TCP Port — Enter the port to be used by the Web Site. Default port is

8080.

= |P Address — (Optional) Enter an IP address for the newly created
Web Site.

= Host Header — (Optional) Enter a Host Header for the newly created
Web Site.

b. Home Directory — Enter the full path to the home directory of the newly created Web
Site or Virtual Directory. If you enter a path that is different from the default path
displayed, a copy of the Web Ul folder will be created in the new path.

NOTE: The default directory content is updated with each product upgrade. If you
wish to customize your site, it is highly recommended to use an alternative Home
Directory.

7. Click the Next button.

The Mail Configuration window appears:

) RepliWeb Operations Suite for SharePoint 2.6.1117 Setup

Custom Setup
Select the way vou want Features to be installed, h’ OSS

These fields should only be completed to enable e-mail notification Feature.
E-mail notification can be configured at a later time by using the Manage option,

SMTP Hast Name |[
Example: 59,195.0,23 or Mail_Server
Sender Address |

Example: user@company.cam

Use Secured Password Authentication:

Username |

Password |

[ < Back ” Mext = ] [ Cancel

8. Fillin the following fields:
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SMTP Host Name — Enter the appropriate <IP address> or <name>.
Sender Name — Enter an <e-mail address>.

Use Secured Password Authentication — If your e-mail server is secured,
fill in the following fields:

= Authenticated User — Email server authenticating user name.

= Authenticated Password — Password of the Email server
authenticating user name.

9. Click the Next button. The Ready to Install window appears:

i% RepliWeb Operations Suite for, SharePoint 2.6.1117 Setup P§|

Ready to Install
The Setup Wizard is ready to begin the installation R OSS

Click Install ko begin the installation.

Click Back to review or change any of your installation settings.

Click Cancel to exit the wizard,

[ <gack |f  Instal | [ Cancel ]

10. Click the Install button. The Installing ROSS window appears:

i% RepliWeb Operations Suite for, SharePoint 2.6.1117 Setup F§|

Please wait while the Setup Wizard installs ROSS. This may take several minutes.

Status:  Creating folders
Folder: C:\Program FilesiReplivwtebiROSS webUIData),

(mm ]

Cancel

Once installation completes, the Setup Completion window appears:
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The setup wizard has completed successfully

The Repliteb Operations Suite for SharePoint setup wizard

has completed successfully

Click the Firish button to exit the Setup Wizard.

[ wiew RES User Guide (FOFY

[JLaunch ROSS Console

11. Click Finish to complete the installation.

NOTE: ROSS installation DOES NOT require a reboot.

10
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Command Line Installation

ROSS can be installed in silent mode using Command-Line.

Installing ROSS

To install using ROSS qualifiers:

1. From the command prompt, set:

set RW_INSTALL MODE=silent

2. The basic installation script/command is:

set RW_INSTALL PARAMS=ADDLOCAL=RWROSS ROOTDIR,
RWROSS CONSOLE, RWROSS CENTER, RWROSS EDGE

Any components combination should be separated with a comma (,).

NOTE: In order to install ROSS in a folder different from the default installation root
(c:\Program Files\RepliWeb), include INSTALLDIR=<installation path>.

For example,
set RW INSTALL PARAMS=ADDLOCAL=RWROSS ROOTDIR,RWROSS CONSOLE,
RWROSS CENTER, RWROSS EDGE INSTALLDIR="d:\RepliWeb"

NOTE: You must use RWROSS_ROOTDIR in any component combination (Center only,
Center and Console, etc).

3. Run the relevant ROSS kit, for example, ROSS_x86.exe /s
Please do not change the executable’s filename.

To install using msi:

1. Extract the installation .exe file into a folder. This folder will contain all the files that are
required for the installation. If Microsoft Visual C++ 2008 Redistributable is not
installed, you will be prompted to install it.

2. The basic installation script/command should be as follows, run it from the command
prompt or from a script:

msiexec /i ross.msi /gb-
ADDLOCAL=RWROSS ROOTDIR, RWROSS CONSOLE, RWROSS CENTER, RWROSS
EDGE

NOTE: Please do not change the executable’s filename.

11
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NOTE: You must use RWROSS_ROOTDIR in any component combination (Center only,
Center and Console, etc).

Components such as RWR1 CONSOLE should be separated by a comma, and qualifiers
such as INSTALLDIR should be separated by a space.

NOTE: In order to install ROSS in a folder different from the default installation root
(c:\Program Files\RepliWeb), include INSTALLDIR=<installation path>.

Silent mode options:
1 gn+-No Ul except for a modal dialog box displayed at the end.
1 gb- - Basic Ul with no modal dialog boxes.
1 gb+ - Basic Ul with a modal dialog box displayed at the end. The modal box is
not displayed if the user cancels the installation.

NOTE: /gb+- is not a supported Ul level.

12
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Additional Installation Options

The following options are available for both the msi and qualifiers installation methods.
The examples used are for the qualifiers method:

To configure IS for the ROSS Web Ul as a Web Site in silent mode, use:

set RW_INSTALL PARAMS=ADDLOCAL=RWROSS ROOTDIR,

RWROSS_ CONSOLE, RWROSS CENTER, RWROSS EDGE, RWROSS WEBSITE
NEW WEBSITE="Sales" NEW WEBSITE PORT="184" NEW WEBSITE IP
="10.0.20.72" NEW WEBSITE HEADER="This site is for the

sales department"

Where NEW _WEBSITE IP and NEW WEBSITE HEADER are optional.

To configure 1IS for the ROSS Web Ul as a Virtual Directory in silent mode, use:

set RW_INSTALL PARAMS=ADDLOCAL=RWROSS ROOTDIR,
RWROSS CONSOLE, RWROSS CENTER, RWROSS EDGE, RWROSS_VIRDIR
WEBSITE= 87257621 VIRTUALDIR=""Sales"

NOTE: Using IIS 6 weBsITE is the existing Site ID. Using IS 7 or 7.5 WwEBSITE is the
existing Site Name.

To configure SMTP email configuration in silent mode, use:

set RW _INSTALL PARAMS=ADDLOCAL= RWROSS ROOTDIR,
RWROSS CONSOLE, RWROSS CENTER, RWROSS EDGE,
SMTPHOSTNAME=016E NDER=®jtames @ ompany. ¢como
AUTH_ USER = 0AUZHNRASSF***

13
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Uninstalling ROSS

To uninstall using ROSS qualifiers:

1. From the command prompt, set the environment variable RW_INSTALL MODE:
set RW_INSTALL MODE=remove

2. Run the relevant ROSS kit, for example, ROSS_x86.exe /s

To uninstall using msi:
Use msiexec.exe, usually located under ~\Winnt\System32\Msiexec.exe.
1. Use the appropriate string:

For a 32-bit computer: {E521D672-F454-48EB-9E87-A96E698FC574}
For a 64-bit computer: {E143394C-D1DA-43C2-AEOD-FOEE642554B9}

2. Open a command prompt to where the msiexec.exe is, and type the following
command with the appropriate string:

msiexec.exe /x {E521D672-F454-48EB-9E87-A96E698FC574}

where /x is for uninstalling.

3. Touninstall in a silent mode, add /qb- to your command, as follows:

msiexec.exe /x {E521D672-F454-48EB-9E87-A96E698FC574} /gb-

14
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4. Configuration

This chapter explains how to configure the system.

License File

After installation, ROSS runs on a 15 day evaluation license. The installation is completely
useable at this point.

To replace the license with a permanent license for that server, provided by RepliWeb, simply
copy the license file that you received (by email or on a media) called 1ic repliweb.rw to the
“license” directory under the installation root. It should replace the existing file with the same
name that resides there and contains the temporary license.

There is no need to restart services, reboot the server or stop and start anything. Replacing the
file is enough. The license replacement does not need to follow the installation. It can be done at
any stage.

NOTE: Some ROSS features are optional and are available based on purchased licensing.

Starting the ROSS Scheduler on the Center

The ROSS Scheduler should be activated before a server can be used as the ROSS Center.

ROSS processes run as services which are started automatically at system startup.

Updating PATH

The Console CLI resides in the ~\RepliWeb\ROSS\Console\Bin directory.

To activate the Console CLI from any directory on the system, the appropriate PATH should be
added to the relevant systems.

15
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5. Testing Installation

This chapter lists prerequisites for testing. It also contains the tests for checking that the ROSS
application was set up correctly. Always read carefully through the instructions first and agree
with the business organization’s representative on the test procedure before you start the test.
Run the tests that affect the network with the relevant parties' consent only.

NOTE: If you run tests on a live module, inform site personnel of the testing in advance to avoid
unnecessary confusion.

The ROSS installation is verified by using the ROSS Command Line Interface (CLI). For a
detailed explanation about the CLI format and options, see the ROSS User Guide.

The ROSS Command Line Interface (CLI) enables the user to submit, monitor, and control
distribution jobs.

The Console CLI resides in the ~\RepliWeb\ross\Console\Bin directory.
Activating the ROSS CLI is done using the Command Prompt.

NOTE: ROSS does NOT create any default user or password. All user names and passwords
used in this guide are samples only.

Valid credentials should be used for Center and Edge connections.

16
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Test Procedure - |

This test verifies that the ROSS components are up and running.
To verify ROSS component installation:

1. Open the command prompt: From the Start menu select: Programs / Accessories /
Command prompt.

> cd ~\RepliWeb\ROSS\Console\Bin
2. Activate the ross information command, as follows:

> ross information Tcenter=localhost
T center user=user name | center password=pass

The command output displays the ROSS version and build date of the Console and
Center installed, as follows:

Console information

Version : ROSS 2.6 (x86)
Build Date : Oct 13 2010 19:01:07

Center "localhost" information

Version : ROSS 2.6 (x86)
Build Date : Oct 13 2010 18:51:05

Test Procedure = I

This test verifies the activation of ROSS jobs. It makes sure that a job can be submitted, viewed
and aborted. In Windows, the ROSS Console can also be controlled using the ROSS Graphical
User Interface (GUI). This test verifies that ROSS jobs can be submitted and are properly
handled by ROSS using both the CLI and the GUI.

NOTE: This test does not check if the job succeeds in transmitting data since it tests the handling
of the job, and not the replication itself.

To verify ROSS job activation:

1. Submit a job. The job does not need to succeed in transmitting data since it’s the
handling of the job that is actually tested in this test.

> ross submit -type=replication -center=localhost -

center user=user_name -center pass=pass -

center domain=comp_domain -edge=10.0.61.135 -user=user_name
-pass=pass -source url=http://wss0l/dev -

17
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target url=http://wss02/ga -granularity options type=Custom
-granularity options=\"Workflows,Fields,ContentTypes\"

The command’s output:
ROSSAPI, job <1> successfully submitted
2. View the job’s status by running:
# ross show T center=localhost
I center user=user name | center password=pass
The command’s output:
Center "localhost" information:

Version : ROSS 2.6
Build Date : Oct 13 2010 19:01:07

Replication : 1

Type : Upload

Logic : Mirror

State : Hold Recovering
Stage : Gather Satellite
Information

Source dir
Target dir :
Edge : localhost

ROSSAPI-S-SHS, successfully displayed <1> jobs

3. Abort the Job:

# ross abort T job=1 icenter=localhost
I center user=user name | center password=pass

The command’s output:
ROSSAPI-S-SHS, job <1> successfully aborted

4. Delete the Job:

# ross delete 1 job=1 Tcenter=localhost
I center user=user name | center password=pass

The command’s output:
ROSSAPI-S-SHS, Jjob <1> successfully deleted

5. Activate the SHOW command again. There should be no jobs running.

# ross show T center=localhost
T center user=user name | center password=pass

The command’s output:

18
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ROSSAPI-E-NOJOB, no jobs matching query on "localhost"

6. Repeat step two (2) to activate a job.

7. View and handle the job using the ROSS Console. Activate the ROSS Console from the
Start menu, using Programs / Repliweb / Synchronization for SharePoint / ROSS
Console.

Complete connection information in the Connect dialog:
Center: <localhost>
User:<user_name>
Password: <pass>|

Click the Connect button.

The ROSS Console window opens, showing the submitted job.

8. With the job selected, abort by clicking the MENU button, and selecting the Abort menu
option. A confirmation message appears, verifying the ‘abort’ operation. Click Yes.

9. Press [F5] to refresh the view. After a few seconds, the job’s state icon changes.

10. Delete the job by clicking the MENU button and selecting the Delete menu option. A
confirmation message appears, verifying the ‘delete’ operation. Click Yes.

11. Press [F5] button to refresh the view. After a few seconds, the job disappears from the
jobs list.

19
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6. Activating ROSS

Assuming all testing procedures have pass, ROSS is ready for use.
No additional tasks should be performed.

For more information on how to use the ROSS Console GUI or Command Line Interface (CLI),
see the ROSS User Guide, or press [F1] on the keyboard for the Console GUI’s on-line help.

20



ROSS Installation Guide

/. Uninstalling ROSS

This chapter explains how to uninstall ROSS.

To uninstall ROSS:

1. From the Start menu, open the Control Panel. (Start > Settings - Control Panel >
Add / Remove Programs).

2. Select RepliwWeb ROSS and click the Remove button.
3. You will be prompted to confirm the software removal. Click Yes.
Once the removal process is complete, ROSS will not be available on your machine.

To uninstall via command line, refer to the Command Line Installation section.

NOTE: Uninstalling ROSS does not require a reboot.
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8. Upgrading ROSS

This chapter explains how to upgrade ROSS from a previous installation.

NOTE: Installing or upgrading ROSS does not require reboot.

General Upgrade Comments

= Make sure the ROSS Console GUI is closed before running the installation kit.
= |f open, close the Windows Services window.

= The Scheduler processes are automatically stopped and restarted by the
installation.

NOTE: If you are upgrading a production network, it is recommended to first upgrade
servers that are performing as Edges.

NOTE: If you accidentally upgraded to a 32-bit ROSS kit on a 64-bit environment,
you should run a ROSS backup, completely uninstall the 32-bit kit and then re-install
the 64-bit kit.

Upgrade Process

When upgrading ROSS, simply install over the previous installation.
To upgrade ROSS:
1. Make sure that you have the latest version from the ROSS Download Page.

2. Back up your jobs, settings, templates and license. Backup & Restore is performed using
the Console GUI / Manage / Internal Processes / Backup & Restore tab.

3. Upgrade the Edges first and then the Center:

a. Inthe Windows Wizard setup, select Repair/Update to install over the previous
installation.

b. Using the command prompt:

= Using ROSS qualifiers, set set RW_INSTALL MODE=silent
Run the relevant ROSS kit, for example, ross x86.exe /s

= Using msi, from the extracted ROSS installation files directory,
run: msiexec /fvamuse ross.msi

4. Restore your jobs, templates, and your license, if needed.

NOTE: In the Console GUI, after performing an upgrade, if all the jobs are in Administrative hold,
uncheck the Hold all running jobs option in the Manage / Scheduler tab.
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